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IC. §|ftxA*-Y 'J#^-->3 >U X h 

^r->- 3 >UX hoc>/\*-:>*3 >££tti&U ffi&LT^ 

fflU^^r-->3 >UX hi, lfi©U*^r->3> l JX 

frL^U tf^-v3 >UX bT'&^^JKUfcBfW*, 
U#^-->3 >'JX hHff^t^pJ-r^^tLfeo 
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'JX h<DSrlB£aRTA'-i?3 >tif?§£8 o^ir- ^3 

^$ti7tu*-^— -> 3 >ux scda— if 3 ytottgam 10 

y^tfrlB A- >? 3 >«k0*<fj:nc:io?g 

ih -r* Ms *^ff-r 4 «iST" * * c t s ^g* t -r * « * 

3S 1 l:SK©f-^B4gl. 30 
tCttT -5 7 ? -b X * HfTf -5 P< =E U -f > ^ 7 1 - X £ . 
U 

•y^teSSlcteffl£ftfcW^y#y--> 3 KDA- 

->*3 >£. SLfErtSM^y lZfeMt!tlfti)#^-is 3 > 

u x h co a*- v 3 > i otfcttiaa s^ff -r -s * 

c£$4$a£i-*if*^i iCfEtEO^-^S^fio 40 
[fS*JS4] ttrE=i>hn-5tt, 

*»*»S»IW 55Srfljy*^r-->3 >ij x h©A-v 

3>£, fftEftffi*^ y fcte«^©y;*;^-;> 3 >ij 

X h(7DA'-v 3 >£©JtSMS**fi : L. MErtSMt 

'JicftirtsnfeusSir- ->3 >y* K?)A-y 3 
«rcK*rffl u x 3 > y x h «t d m L H C £*nWB 

hiCct«.u#y-->3 >ijt, hcoM#fMa*^fT-r-5« 

50 



nm>e>g%i?zwmm<jtftr-is3 >ux hc^h 

T. -r-^&fi^x y i'ffi (ICV) fCSrK^-^gfc 
T. tfrEKSrfll'Jjl?*— -> 3 >'JX Mct-BUff*— -> 

3 > y x h <oH«iaa*nfT-r ««ii«s*-r* c*£ 

[»#JS6] x-*E*^&KEttT3:a>^r>y©E 

'J x h ©ffiB a— >* 3 >«^€j#-z> u v 3 
E^*3>^>yw\.>^^{cfeiW-r*^u5H^ 

-->3 >'JX h • A—>' 3 >£LT. UsRir— >a >U 

7->u/©teifftMg£HfTTSn>hD-7£, 

iC*t f S 7 -fex SrUff T 5 ^ ^& U -i y -7 jc - X £ . 

>UX h©A->* 3 U*7— > 3 >|JXMP#I 
I^J;*S^^fi 1 BTtg7' < £^ffl£ L,T©^-r*®a^^fr 

^ES8fi„ 

5 5*r<&H«ffflU#4r- ^3 >'JX x 
3>£. SflEl^SM : &U^^ttSF^©U^^r-->3 >y 

'J n£ !J*T-y 3 >iJXh (75/N-- 3 >tf*. 

^EHffffl y #^r- ^3>yxh«fco«f l ir> c £«taig 

anfcC£**fr£bT«fEE«JBUJi«ir— >a >'JX 



T. x-^&«?x-yi7ffl (ICV) (CSrf<7 ; -^& 

T. fitrES«fffl'J#^--> 3 >'JX h(C«fc.5U#^r-j/ 
3 > 'J X h©3E*iffl3£Hfrf d £€# 




(3) 



©rtSP^tut-fiUfl^nfc'jjpy- ->a >ux h©/N'— 

|&ErtW;*^UC*iW3ftfc a >UX h©A 
iftErtSM^'J \z&M2tifzV#'r-i'3 >'J x Hcte 

fEit^&wiasij^ t ©Jts5aa*Hfr-r « x-r- v -ft. . 

SdEJt»MSC*s^Ti(lE l J#^-->3 >'JX hdt&lrt 
£nfcx-^E&^&£fcte:J>^>U/cD^&< tt)i/> 

■rnA^assy^-t. £rc* & * n > ^- > y © swj 

itT MS £ StEfr T 3 X ^ y 7 t . 
fflE^-^B^ftte. 

ifffH^llti9SP^ *=. SflfE J< U >*Xx — XtCfcfLT^- 30 

flfJEy^U'f >3»7i- XIC*5HT. #IIHx — ^B^S 
3fcnv> KogfiCgtJuT, S£.*t^n>5 : -> , .y"CD'\ 

[H*S13] f-^EK?gi:fEtgT53>f>7ro 40 
ESMS*SlfT-r-5x-^ES*ft^*i'' 1 T, 

-->a>UXb •n-ya>iLT. U#$r — ->s>U 
SWr-SCtS'^gicii-r-S^-^ESTjfe. 
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UX hT-feO. UX h0)$rlB£jjrm— v* a >ff#Sr}# 
^iJ#y-/3 >UX hSrfiSM^U ICl&^LAcx-^ 

n«*»es«i-r*M«fffl 'j*y-->3>u xho/t-j? 

3 ><h. rtJErtSM^&'J K**WF*<0'J#'!r— S'a >'J 

U K»ttS*lfc'J#$r— J'g >'J X hro/t-y'a 
fWEJg#r/B U #$r— •> 3 > "J X h <fc 0 9i L H CtiWB 
*ntdi«*frfcl/TII(EJ*fffl UsP^r— S^a >UX 

t*®%k£?Z> U X hMSfyjft. 

5] fulE'JX hHfrTjftte:. 
ttffl5**5Sfr*"*M*rffl'J#*-— ->a >UX Mcoi* 
T. ^-^efcg^x-y^M (ICV) i;l-3'<r-yd 
x -y 9 £ Sfcff-f £ X 7- "J X*€r W L . 

->a >UX hlCt-S'J*^— ->3 >'JX h<DJESBaiI£ 

[»*ai6] ^-^Ett^aicEitsnfcx-^ros 
±»s s mf? -r * =f - 9 s£=gfi t~ & * 5*— * 

T. WEn>tf^.-^ • yo^^Att. 
BfettSi u >y->V<D^.-j 9m$& £ tlfctg) U # 
^r-->a >UX h • A-->*3 >t. MiHr-^RtSI 
WF'qSP^^'J lwte«fl£ft7i'J ^^-->3 >'J X hW/N'- 
->*a >±:rottfe«!lg«rl5fi i -r-5tt^X-x-y7*«t. 
SfFEWgfi^^'JtCftJW^nfc'J^^r— j>3 >UX h©/^ 
->' 3 >*i, ifilEB^f3 >^>-y©^\-y ytt^HS 
S$ tlfcA- ^ a > «fc 0 Sr < ^£ ^ C i CDSgigSr^fl: i L 

T«fiES^*f^3 >T>y<nm£.izft?mw£'i7te5m 

[0 0 0 1] 

ft, UXhMffTjft. MWcyn^5Atg«Ji#CH-r 
MiLT^^tl-S'J^^r— va >UX h©A'-ya > 
.fcO'x-^S^/j-ft- ^-^E^Tjft. UXhHff* 
[0 0 0 2] 

^^kf—9. y-A7 , Dy'7A. i&J^^'-^^. « 

*T&'J7 h'r—9 (JWT, mb?3>f >'V (Conten 
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SWi, DVD, CD, ^^EUA-H^Eftat^S:^ 

-tfOBfWt" -5 P C (Personal Computer) , W±?$f 
Jflg, &*W*y-A«3gf::£^T*y h7-^^b§ 
«SftEtt«#:KteffiSftfcg, **^ttn>T->y£ 
tfUfiLfc^'Jfc-F, CD, DVD^^fStt^^S 

[0 0 0 3] n>f>y®El* : FtLT, «ifi*<« 10 

^Ute, EEPROM(Electrically Erasable Program 
mable ROM) il*tfn**fiiWfc»#«A?IflBft^#»tt 
^^'J^-fitfe^o «^)EEPROMH I My 
h * 2 h ? Ti*T*fc»l:, lt'7hS 

»t>£**, ±tfy h 

[0004] 77vi'3L*=Ev$:T'-*%zm/m2imm 

h^X^ : , MD (5 -x>fX^ : g 

[0 0 0 5] CCk^S, 77yxa^tiJS^Lfe 

3>^>^Etg^^/t— y^;u=3>^i~37 (p 30 
C) , H*»»^*^T*«r*»ft, F AT (Fi le Al 
locationTable) yXrAilf {3: tl <5 "7 z -f ;Mf S! i/Xf 

FAT yXfAT'fl £>S&77<;^i$n-5t, 

-e o * ic i&^fc/t 7^-^77< ;K^^ts^ s je# (c 

sci^tf, i 77-f;^ i ^fcttasto^a^te 

*5x*») T«rt-r*di3&«T**. c<d 
vwm&ommvmwF at ±msti*T--7Mzm& 

mmmz. yT-fjmm&®m\zmm?z>ct&vz 

%o S£oT, FAT y7fAH 7 □ y fcf- (ggfg 

H) x^, a— K-r-< x^c^&e-r, Jtmm.'rj 

Xt7lZ&^ThmmirZ>Z<tt)lT-^2> 0 ±mhiZX : £V 
[0 0 0 6] IF*?*-*, a#T--^, »6W4^D^ 

It'O^^fZckO, ±aiCDFAT(CScf^T^J^«±aiL 50 
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[0 0 0 7] £bfC, y-Aya^7A, ^^-^ 
®^'-^^ &<(Dyy h^7X7 • n>5=*>u/^,- - 

V7h^x7^fflS:fFffil, Br^©&V>««S5Wfrfr 

[0008] j.— tffcj*-r*?ij«iwiBs*3sr-5 1 txo 

Hffc?— £\ A:/n^A^co#a=!>5r 
>y*E*rr*i£feK:* jE«o.— *f-e*-5i:?IB$n 

[0 0 0 9] flHfffc^-^tt. HffiO^acSKlJ:*!!* 

mm\z^-Dxmm^mum^-^ mer^t 

[0010] 

3>^>U/©BMU^£U#$---5/3 >UX MCUX h£ 
[0 0 11] L*>U 'J^-y 3 >UX htf>&g£fr 

4r— > 3 >UX h*HfL&W^fc«»LT6<J: 

[0 0 12] CCDcfco^^FIE^'J^^-S/a 
*9, ft*W»Cf4, 'J^-y 3 >yxh(:/\-y 3 > 
'J^^r-i>3 >'J X hOA-y 3 > i: n >x 




(5) 



ftgt^«?<DjaSfCckO, ^EttU 3 >'J X h 

[0 0 13] 

- ^ Eft^R* fc n >^ > y&'Jtfo < tfc^f 

WEwa^^u jcftiwsn&u*^— V3 > 

tfftft*iit)i:, »EJttWBa»c*3^TittEU#ir 
-v' a > U X h iclMliS ftfcr - *E»#ft*fctt3 > 

[0 0 15] *%0^CD^-^B^gBO-^SS 
MMHCisHT, fi(lE=i> Ho — ^te, StJEx— ^Etfe* 40 

s*ru gtjiE^^u-r >^^x— WEiwisas*^ 

> y OVs -y y««»c»»fiS nfcWSSS U -> 3 > >J 7, 

h(OA'-y3>i:> WErt»^ ; E l J*-»<rt**T.fc l J**' 
— >3 >UX h0A-ya >£ <D\t®t®M$: ^frT^Hf 

[0 0 16] £ 6(I> ^W^^-^H^SB^— 
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HSrJBUtf^ — >3 >UX h(D/\*— >?3 >t, fttJEWgft 
/^U (Ct&ttSf^U^^r— S>3 >U7, h <Df% — is 3 > 

<toitttffla£*fTU mErtW^^u^ftttanfcij 

ilTKfEIIrffl U#$— >3 >U * Met* U #!r- 

[0017] z<b\z. ^m(D^-^n±^m<D-^m 

JEWJBUtfSr— ~>3 >UX MZO^T, ^&g^-x 
-y^fil (ICV) »C*^<5 s -^ac«9 L xy^«rHff 
L, 5*— *&fittfcl^*J£KS^T, ttE3C«fffl'J# 
y-y 3 /UX Hz«fc*U#$— >3 > U X KaiESrffi* 

[0 0 18] *5SW<0«2<B«BIM:. -x-^E 

R k E«*r £ ^ > > y <r> f eaiaa £ Hff -r 

jfftLfc'J* 'JX hOWIBfcjR-r/t— S?3 >« 

*{r-^3> , J^h-/<-y3>ttt. U#y— ->3 

R3e-rs<aa«*ff ut, it&E^-^Eit^RJcitt'r* 

[0 0 19] ££tr, *KWOr-*E*81©- I^SS 
ffi«6JC*3t^T, flE=i > hn-511 StFE^— ^Ett* 
RK*rr<5 7 y* -tx ^^?tT ^> * ^ U -f >^ ~y x- ^ 

T, E»»«3>f>70'syy»*i:»ttf*t» , J 
^v--y3>UXhOA-v3>^, U*^— ->3> j J 
* h##RBIwct*?l^llfTRltB)S:R3gffli:bTRS"ri) 

[0020] ^bi:, *9tmo>T—9W*WLWL<n—nitk 
(c*&^^0 1 J^^r->'3 >UX hOA-ys > 

tcDtt^iaa^MfTL. KfErtW^tuicttttaftfcu 

#^r— ->3 >UX hC0A # — ys fltrEMSJrfflU*^ 
-y 3 >U7 F«tO»rbo^4:*<aiBS*l/£:C<!iS*fr 

fy 3 >u x KDesfiaasriefT-r**^**^*^*:* 
[0021] ^^mcof—^^mmmco—m^. 
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vtm (icv) {zm-o< &m^x y $ zmft 

[0 0 2 2] £btC, *^^®3^«Ilt ^-^E 
tt#i£ \z Ett S tifc x - * os^jai £ Hfif-T 5 -r— * 

U»C*lrtStifcU#^r-^3 >UX h^A'-ya 10 

[0 0 2 3] ££>(C, ^^©T-^StSffiO- HJg 
SS«lc:fc^T, »eH*BI«»ajWTXT-yytt, fuE 

«C*<fl£ftfcU#^— 5/ 3 >UX H::*Mrt£ 20 

^»©«»j^tojt*Ma**ffr*xyy^t, hue 

^c«S^^T$>^=3>^>^/^t&^Lfc^ : -^E1t^ 
[0 0 2 4] *%^Or-"^B4*SO- 

aSUaB^r-xa >UX hM-y 3 >t, 8fJEl*I§M^ 40 

JtttffiaSrHfT-TSXx^yi:, ^tPCt^^it 

[0 0 2 5] $b(I, *»WO»4©ffiSHtt, x-^E 
*^ a f~ Ett "f 3 n > t- > y co Efiffl a £ HfrT £ 
^EfcfrffitCfcUT, E»»#^>x>y<0'\-/y«$8 
fC^^-rSW^U^y— V3 z'JXh • L 
T. U#y-y 3 >UX h##M»cJ:SS*ffla*ffS 

«rE^- * Ettt^a icatr s 3 yj-yy tofemim. & m so 
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[0 0 2 6] #5BW<&gS5<0«IB«, j&atlit 

*W»/tu Kte^Lfc^-^&agBfc^t^ ij x h 
>u x h<D^-i?3 yti. wErtSM^Eu ict&^^or) 

U WErt»^qEUJC»JftsnfcU#y->'3>ijxh 
^-'>*3>^ ttESg«fflaU^y-x3 >DX hJ:0 
«f L H d i ftfftff S tifc £ £ t L T «TE3E«fffl »J 

^^r— >3 >'JXhi:^§fJ#^-y 3 >ij^ h^M^f 

«La**fr-r* n t t-r * u x hM«r*sic» 

[0 0 2 7 ] ssi:, *«soux hsejff^fto— *J6 
tB«K43HT, ^ffl^eS«"rSM»fra»J#^r— £^3 > 
UXHcot^T, ^-^efctt^x^ffl (ICV) JcS 

3 >UX McJi^UsKir— ^3 > U X h OHgf^a*^ 
[0 0 2 8] S^fC, *»^<0*6O«ffitt, 7 f — ^E 

tfe^P^ ic e* s n 9 <d m*k&m & mfr -r s ^— ^ 

t5?Dy7A8ft»#t*t,T, tfiEn>e^-^. 
**ifc*»'J*ir-S/3 >UX h . A->?3 ME 

^-^b^sop^sm^'J (c»jtt*nfcuss*— : / 3 

>UX hC0A-v3 >chOi:t:^a^^fi : 'r^)lt^X^ 
WErtSR^^E U^»JW$nfcU^y-^>3 >U 
XhO/t-Sa^, StrES*3**=i>^>!yO's^^ 

«*^»3t*tifc^->?3 y&o-SKu^ztcDmmz 

[0 0 2 9] 36:45, *%^co^ 6 c^ffiiJSfc^^ y n 

£Slfta?*£o fKflctt, CD^FD, MOXc^:(DES«E 

[0 0 3 0] C^ii^^ny^AtlWaflctt, n>tf 
zl-^ • f>X^A±T*3r^C03 >tf^.-^ • ya^ 7 A 




-9 - -7uVvh*^y\L^-*? - yXfAICO^f 

[0 0 3 1 ] *^WO^^lCfficOBM, #«^>*J^tt, 
[0,0 3 2] 

ex ^d/h yo«t 5 & y m«* i o i^ 

CD, DVD, 77y^a^*U6SfltLfc/ : E , JA- 
K*a>*«E»«t#T**^x-f 7103 KUMflSft. 

r/Hx i o 2 \z^m^tz\^mm^nxn^ mff^n 

[0 0 3 3] CCO«fc-5&=3 >^>^IEfti/A^ACDl#j£ 

[0 0 3 4] 0 2tt, T/HX2 0 0, /f^fTl, 2 
10, ^'f^ 7 2. 2 3 O<0|*M*J5E£5*LTO>S. ;* 
tV71, 2 1011 #*fi«tx— ^**adu. s^-^^ 

^r> 72, 2 3 0(1 /f^7*8f t^r/HXi 

*TT-$>2>o ^f^71, 210, ^tV72, 2 3 0 
[0 0 3 5] i2Of/HX2 0 0lj:, <>?-^yb 

3, cns^tt»**fi i -r*w»BP2 o s *^7 

U^f>^7x-X (I/F) »3 0 0 t$jt^T/HX 
n>hn-^ 2 0 4, £bfw, n>^> > y^^T-f 

[0 0 3 6] 7/HX 2 0 0H 3 >r>7^)S4Ri: 
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(i w^x^-t&o. w£8ia*<*fT£ft&t>. y# 

[0 0 3 7] ^7^71, 2 10(1 "r— *AtBrt£fM 

'®-?z>mw&>2 1 1 3>^>^^^^"r^>^ : & , Jg5 

2 1 2^*1, ^^'JgP2 1 2(1 a>^>*y£;#C^ 

^T'$)I>BPT (Block Permission Table) £:t&;SftL 

[0 0 3 8] 7/HX 2 0 0O77^J^>XfA«/r 
^7SBKLfc*l:, 7^iiAfr^-:/Jl/T$>£BP 
TSr^T^ 7*>&Ufc*&2K *T«C 7'MtJS7£7-feAS: 
fro *=E*)<1>* — 7 x-f AgR3 0 0 (CB PT^rfejg 
L, fl$t6 9 ^€'J-f>*-7i-<X»3 0 0H 
20 BPT6S«lfcft. ^IfcBPTCO^TSIfx 
(I CV) (D^M^fT-Pc I CV#IEM§&:*><0£ 

-So / : E'JO?-7x^X»3 0 0H *7^7CD^ 
ty ^irAf^^^^Sfs L/tBf, Z-<n*^4TV> 
BPT{rS-3%^c7^irAC0^Hff-r^>c BPT(^i 

[0 0 3 9] 7 2 , 2 3 0(1 3>hn-723 

l<h, * i E'J»2 3 2 »c'J:oT«lriE*tl, ^^'J»2 3 
30 2(1 3>^>U/t»JC^y* r «*ttt)^»JttL, $ 
b(C7^-tr AfT^— B P T (Block Permis 

sion Table) Sft«LT^5. 3>hD-72 3 1ll 
/€U82 3 2 lC#T£5r--^t&*rt, iSfttt^-^ME* 

(I/F)»2 3 4, *7W70tt»J^iLT<B*'7 ? -f 
7 2 I D, 4BSBSEfflratCififfl"r*BliE«K a k e , 3 
>7 L > , yO^ : &Uffl52 3 2^<0ffi^CDffip^«T*^ffi' 

ttJMtl V_k e y s ff^ttttLfcrtBM^U 2 3 5, 

&ft»ottw**fT-rsftiiwa2 3 3ch$wt^o 

[0 0 4 0] [/f^rt^t'JM] *C ^7^f7 
1, 2 10, ^7>(72 t 2 3 0 CD&^USRO^— ^ 
MM^@3CSfo ^USRttflAtf, EE PRO 
M (Electrical ly Erasable Programmable ROM) £0¥(3:;ft. 

S77-y>a^ : e i J tf* 0 , yn-^ WiO- feffitt 

50 [0 0 4 1] 13 (a) C^t^ "9 iC, !7 ^ -> ;* 



(8) 
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tt, (b) (c^^^fi^i^M^TOSSc-tr^^^J: 
oTlf/££tt, ( C ) ic^TJ^Klgx-^ 

ifxy^ttbT© i c v*i»ttarn*»^*«. 

[0 0 4 2] [tB3"7>K] *l:B2©r/HX2 0 
OfC^^T, ©JWSR2 0 5 ^ijo^x-^ 

CI/F) *3 0 0C*^T«ffStl*itt3^>KK: 10 

[0 0 4 3] M9ffi2 0 5^^/tiJ<>^-7 

x-fX (I/F) W3 0 0{z*fTSzi-7>Kfc«, 

7x<X (I/F) «f3 0 0tt, Xf-^XUyX^© 
•t^^K*ffiL37>H 20 

• B PT-try h^7> K 

. ij^^r— ,> 3 >ij^ h (Revocation List) ir*y hJ 
^ 40 

*>a>UXh (Revocation List) ^r^^EU — f — 

7x< Xftflir y F-r^aiacoiifT^^o 

'ISffl'J^^r-yB/'JXh (Revocation List) ^ 
X7^H7>F 

l$i l J*^-y 3 >UXh (Revocation List) \zM 
S0'Jt^-y 3 >UXh (Revocation List) £M$r 
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• ^7>f72Bt37> K 

yo^mm^ (ID) 3&**»*£5*^ X yir-r*«a<0 

[0 0 4 4] **UO*-:7x'r* (i/F) SK30 
• I DR*fctiL:3V> H 

[0 0 4 5] [?/H7rt^iEU<>^7x-XiIi 
fit] *i:T/H X 2 0 0<?)^^ij'f>^7 X -x ( ! / 
F) SP3 0 0CO»«*riEfcH4fC*-r. ««rj$ffO«R«g 

[0 0 4 6] 'XT-^^ky7^3 0l 

5(CtkT 0 SlfyH^TOS*^, 
•KyhO (bit 0) :^-75^ (1 (bus 
y) , 0:?$« (ready) ) 

^^U<>^-7x<XWWl^t tl ^^^, J 

■KyM (bit 1) :^tBL*a77y (1:J*«| 
(success) , 0:^BSc (fail) ) 

• h 2 (bit 2) :t«a*fta7?y (I: j*a 
(success) , 0:£cjfc (fail) ) 

• tf y b 3 (bit 3) :^r>f71t7h77^ (1: 
■by h (set) , 0: h (not set) ) 

• t'y* h4 (bit 4) :^^T2±yYy^^ (\ : 
-tr-yh (set) , 0: -y h (not set) ) 

• tfy h5 (bit 5) :^r^7lta77^ (I: * 
^ (OK) , 0: &|#J (NG) ) 

»a*nfc^7 f -<7 p i^iftjjij? (id) tfi. > 

3>UXh (Revocation List) f^O'J/^ — ^ (gf^) 
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• t*7h6 (bit 6) :^f^72W?>477y (1: W 
%) (OK) . 0: m%i (NG) ) 

&m.zntz*'r><7 2v>m\\=f- (id) a«, mwr— > 

3>"jXh (Revocation List) rt<0»J# — £ (!#&&) 

• h 7 (bit 7) : My^ty h/S^-y^ (1: 
fi£5b "(success) , 0:£c& (fail) ) 

•t:'7h8 (bit 8) A^SM77^ (1: JSS) 10 
(success) . 0:5fcflfc (fail) ) 

• h'7h9 (bit 9) :U*^r-y3>UXh (Revocati 
on List) -tr^h^^y (1: ir*y h (set) , 0: *-fc 
•y h (not set) ) 

ij^y— ->3>UXh (Revocation List) tf/^U-f 
*. 

• fcf-y M 0 (bit 10) :MfffflU^ir— ~> 3 > 1 J X h 
(Revocation List) #^7^^ (1: «» (OK) , 0: 20 

aasMNG) ) 

MfffflU^^r— '>3 >UX h (Revocation List) 

[0 0 4 7] Xf-^^UvX^3 0 1(1 Cin6<7M 
>^7^i-X (I/F) SR3 0 Oa)*^-*X«?SS:ffi 

[0048] *I«0*»:O^TIfflS 

• n v> Hl/yX^ 3 0 2 
♦7Hl/Xl/yX^3 0 3 

• *^7> h Uv** 3 0 4 

[0 0 4 9] 0:45, ttSM^E'J. WSM^'J Kfcrr^x 
-*OK*f*B. 7FUX l/yX^Ct^ft^ite 

a ^ > FS-fe-y h-radiTSffStt*. 
[0 0 5 0] O>hD-JH/yX^ 3 0 5 40 

• 2ISfB*J»S5 3 0 6 
Sll/yX^M^iSfi/\ , 'y7 7ai:, 

• MA'7 7r^ : E l J 3 0 7 

• SiA7 7 7^ ; & l J 3 0 8 
. itdl/fyX^ 3 0 9 

i£f!/W7r /^U 3 0 7flOT*— 5fc»<B 50 
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• SflUyX^ 3 1 0 

§<IL/:T-^^lSflA777^^U 3 0 8 Cfe 

[0 0 5 1 ] • tir^«L3*3 2 0 
MA777.^ : &U 3 0 7, §^7 7 7 3 0 8 

• ;* ^ ij gp 3 2 1 

ff&-^^s§P3 2 o ic^ttsrtp-^ais^f^sttaws. *3 

J:^[^^^^U^b^iA^n^U*^r-v3 >'JX 

£LTCO:/Dy ^7 ■ ^ 7'>3> • = r—~7 )\/ (B P 
T) »#-r*«R«T**. U#!r— S/g>U* 

K ZfuvZ - /^-5-r>3 > ■ t— (B PT) * 

nfti^^ : e , J^>^7x-xrti:tai:t7 h^ttfc 

ay'JXh, 2 ■ /I— ^ 7">3> • 5^— 7';U (B 

PT) Sr#aaLfc«LS^fT$tlS. C tl £ CO$ag(;:^ 

[0 0 5 2] $ *^«Jgft3 2 1 ICtt, ^^ffllC 

LTtt. OIT©^— ^^ftttStlS- 
Kdisi : *5r-< 7 2 lCfe^£n£:n>^>^Umco:3 > 
7>7(?)t^a i JTi' / \7^ (Security Header) fd^ 
£tl£SEiH®o 3>f>7ICV4fiJ8Kicv_cont, =3 

Kicv_sh [t + a'Jr-f ^7^ (Security Header) CO 

I Vsh : U^-f ^-y ^ (Security Header) CO I 

CV&£*T*«HCfli^*»««[ ( I V : Initial Valu 
e) . 

MKake : fflS^tEffl^VX^ — d. 

I Vake : fflSSIiEffl^a^^JfflStCigffl-r ZfzttXD 
(IV: Ini tialValue) . 

I Vauth : taSBH^O-r — ^^fiEffl^«J»!fiS( I V : I 
nitial Value), 

MKicv_rl : U#dr— ^3 y'JXh (Revocation Lis 

t) coicvaststs^^-a. 

IVicv_rl : U > 3 > U ^ H (Revocat ion Li s 

t) <D I C V«*^J5S-r-6«f<0«J»3« (IV: Initial V 
alue) o 

I V r 1 : U #tr— :>3 y'JXh (Revocation List) CO 
I C V£fiEBSt:ifflC>*»JJtBte (IV: Initial Valu 
e) o 

I V_keys : 4 72T\ 3 >^>y#-5HUB<0>l Sr* 
^{frsfifOWaBffl (IV: Initial Value) . 
MKicv_bpt:747-fe^WFpH»ffiTS>SB PT (Block Pe 
rmission Table) OI CV«tt«f 67^^-j| 0 



17 

IVicv_bpt: 7^-fc^MF?H»at?**BPT (Block P 
ermission Table) co I C vm$:±mT2>m<D I C V± 
fRmizm^^m^Sm (1V: Initial Value) . 

I Vbpt : T?-fcXSfpJ«ST-&.5BPT (Block Permi 
ssion Table) <D%)Mm (IV: Initial Value) „ 

[0 0 5 3] • ECC(slSS3 2 3 
vkmW7,*> 3 0 9. ftl/y^^SlOCfeSf-^ 

[0 0 5 4] •nSU^^iJAttJ^-f >^-7i<^3 2 
4 

^SIU^E'J (XfV7 1, 2) fc*f-r*Alti*J-r>*- 
7x< X„ nSf^tU iLTH«Atf75"^ a /t U 

U V 5 • /'!-5 7 ^3> . (BPT) 

sp * =e u a tB 73 -r > * - 7 x -r x * ^ t, t a ffl * -r 5 . 
wsp^^'jiz^-rsAttj^-f >^-7i< x. ijs-r>^ 

^r-f>3 >UX hOAttJ^^HfT^tl-5. 
[0 0 5 5] ngM^UAtb^-f >^-7i-f73 2 
4. *3«fctfrtgMqEUAffi7M >^-7i-fX 3 2 5*> 

7 1, 2) , ^-S^tirtSP^tU iC»LTtB^$tl-5„ 
CLE:aY>h*77H^- 7*;U 
ALE f ^< 7*A 

CE:?7 7 J <*-7';i/ 
WE:H h-f*-7\»l/ 

r e : y-F-r *-7*ji< 

ftgfU^EU (^7^71, 2) . fcSUttflBM 

wp:7-rh7 , Dfi'h mmx^y uf^yi, 

2) fICD*jjf/fl) 

RDY/BUSY:l/r-f - • fy- 

c ti <=> & a /a ^ #A # $ n -5 . 

[0056] i**'mm3>-r>ym&} *k. 

». &3>5r>>.y{i. H6 (a) l:*-TJ:5lc#a«tt 

[0 0 5 7] ^T^TO^'yvji^iJfJ, gj6 
(b) (CSTi-pfC, t£&Z}>7->y<0-t3rzLij7- -< *\ 

«fc 5 £ . 7 7 -y ^ =E 'J \t 7*n y 2 m&T'ffi£tfmB 
& 5 n > t- > y * 1 -3 © ^ d „ ^ \ z feMT -5 MS « fir ft 
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[0 0 5 8] [t + aijf^-^i*] t* a ijf^ 

^U^^y^©^-^^^ 7 

[0 0 5 9] •7*-Y 7 h/t-y 3 > (Format -Vers i 
on) 

t+aiJf^Ay^ (Security Header) <D7 — ?»; 
^<-y'3>Sit. 

• 3 >r>y I D (Content ID) 

io ^>7->y<»mm? (id) s^-r. 

• 3 >f->y^^ 7* (Content Type) 

• T-^^-fT 1 (Data Type) 

• Bf^JJI/d'U XA (Encryption Algorithm) 
3 >^>y©3>^>^a(Kc)*ttofcBS^"ft®a7 

h U 7°^D E S (Triple-DES) Ci5A>*SSt. 

• Bf^-ft^E— H (Encryption Mode) 
ftmtT )Vzi*)Xl± (Encryption Algorithm) 
tlfzTJlzT'J XAlcfcrjfcT****- K*jR>. 
ECBt-HKBC iE- K*^S-^f. 

[0 0 6 0]- i^t7*-7 7 ^-f7" Encryption 
Format Type) 

-iy*2fi\ zi>T>y±mz$iLT l d©3> T >yi 
ty^S!:S&|,iKs e c _n Ltn >5=->-y 

[0 0 6 1 ] m8lZ&?l7*(Dmmt7*—?ybt»)#. 
18 (a) m7"lCM»^fl:7 : t-77hT 

(b) ^2<75Bf^Yt7*— 7y hTHF^ftanfc 

[0 0 6 2] 18 (a) K^T^-f 7°1 CDBf^-ft; * - 
3>f>7mTl^ffl3>f>78Kc 

*,±?*}m&MmmmmT'&z>. ma (b) ic^-r 

4Hz? jr«£JI&«-t:? ^Mk s e c_i ~k s e c_ 

8 (b) 03 7 T7 -y >- a. ;< ^ ' J ©-fe i7 ^ 1 T'(3, -tr^^l 
mfttiLTKs e c_l^LT»J6in. -fe 
1 lZftm2tlZ>Zl>zr>y\Z, &ZfUyy-\Z$>^ 

t. t^TK s e c_i &mmi,rz.mmtMmtfffi£ti 

50 Tl&#j£ft.5 0 777 i^^fJO-tr^^m-ete, ir^ 
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[0 0 6 3] C<D&r)\Z. *5£W(Dmf&\Z*5^T\t, S 

ic-^-m, 2<biz&&vwmizmw-?z>* 

[0 0 6 4] 0 7 HMO, -t^^V^J ^yy&ffif&lZ 
-tgmty?? (Encryption Flag) 

[0 0 6 5] -I CV77^ (ICV Flag) 

O 0 ^JAtelO : I CV/H, 1 : I CVfcO 

[0 0 6 6] '^mt^>r->'y^ (K c .Encrypted 0 
-31) 

• fft^ftfl CVMS (Kicv_cont_encrypted) 

mmtztifz-i >^>y<D i c vf^^cD/c^cD^^^^ 
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[0 0 6 7] ■ *ja»J#ir— $/3 >'JX hA'-va > 
(Valid Revocation List version) 

ziyj-yyn^mz^mzmm^n^ u#^- ~>a > 

UXh (Revocation List) > ? a> 0 3>^>y 

-fey bSnT^U#ir- '>3 >UX h 
(RevocationList) ©A-ya >^cn s k^*^i^ 

[0 0 6 8] • -b + zL I C V (ICV of Sec 

urity Header) 

ir^'J^W^y^ (Security Header) <£>&ft^xy 
( I C V) . 

[0 0 6 9] [W^-ya/UXh] 3feKl, ^jEtz* 
7 J pzl>T>y<D£:%)ffiW.£ LTCOU #^r— ~>3 > 

So 

[0 0 7 0] • Utf^r-va >'JX hf^HU^- (Revocati 
on List ID) 

U^^r-ya/'JXh (RevocationList) HW<^»SU 



ftlTO I DT^§ e 

[0 0 7 1 ] • U#3r— ~> 3 >'J7 hA*— > (Revo 
cation List Version) 

Utf^r— ->a >'JXh (Revocation List) <£>A— >\3 > 
'J*^r-y3>'JXhH MffSfL MSrRffc 

[0 0 7 2] *^^)MT1t U#ir— ->a >U*h 
(Revocation L i s t) tCA— V 3 >tf U n >T" 

3 >iD>f >7(0'\7yrti:»S»»ftU #^~~>3 
>ux >t*tt:tt-r*. COIR, ^ffi^it 

»J ^>3 > »J X h^A'-y3 ><OlSifl& 0 

(7) n > y > S> <Btt2* tB b ttT? €T & 
[0 0 7 3] UtR^t— ->a >UX KOJE«r»tC^ 

20 ■ -f — — ^ffi*^«EOU*^r— : >3 >UX 

h^A'-ys >«atS«ffflO'J#ir-y'3 > U X CD 

[0 0 7 4] A-y 3 >»«*flit>fcU3p*-— i>3 >U 

[0 0 7 5] • T 1 I D^C (Number of Medial I 

D) 

30 ^LTt^/f^Tl (Medial ID) <Dt&Wt 

^t^TIID (0) -/t^71 ID (L-l) 

(Medial ID (0) - Medial ID(L-D) 
*ilT0^^T^f7 1 CDf&S'J^ COUX ht^§, 

[0 0 7 6] • 7 2 I Dgt (Number of Media2 I 

D) 

*aLTW/r'-f7 2 (Media2 ID) 
•^f>f72 ID (0) -/f^72 ID (M-l) 
(Media2ID(0) - Med i a2 ID (M-l) ) 

^tti/^^r^ 7 2 ©iftSB^U X hT'^§, 
40 [0 0 7 7 ]- ZJ>y->y I D$C (Number of Contents 
ID) 

*ait^53>f>7ID (Contents ID) £»&>gt 
o>f>7lD (0) -3>r>7ID (N-l) 
(Contents ID(0) - Contents ID(N-l)) 

[0 0 7 8] • U#4r— '>3 >UX h I C V (ICV of R 
evocation List) 

W^-y3>'JX hcD^^^^-y ^ffl<£> I CV 
[0 0 7 9] ±iEOcfc-5fr, ^JgWlCfcttSUtf^—v' 
50 3 >'JXM1 ^Igccoa^ (^f^f7, n>5^>^) co 
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m»JT- (ID) ^^ifitSns. C(7)J;^{C, 3>^-> 
7^^r>f7^Matfe5U#^->3 >UX h 
(Revocation List) \Z^^<Dmm^ U I 
D, t^^^f^TID, ny^ryy \ D£I&tf\ * 

(ID) i, 'J*^-y3>iJXM:UXh$nf:ID 10 

[0 0 8 o] z.<D&o\zzxyT>v^*^47<nym><D 

0 1 ^^U^^r- f>3 >UX hT«»<7>«S<Z>;*^r 7 

HEMS, 3>^>^fia^^pcDzi>7 : ->^^|jE®acD^ r #: 
WfflSfc-^TW:, SSTRffltSo 20 
[0 0 8 1] **E0>«MtTtt. »JaB*—^3> 

ux nffi^^Eu^fziasT^-trx-rs^^u-r > 

[0 0 8 2] [70 7^ • /t— 5 7V3> • J—-7)l> 
(BPT) ] tfcfc, 7^t^ffFfr-^ilT«ffl* 30 
tLZ>7uy$ • /\°— $ 7'>3>- "r—yjls (B PT : BI 
ock Permission Table) ©Wlfiltfca^TBlWf <5„ SE 

«£\ PCrt©OS077<;k>XfA^±«:Wl:, is 

fi*7^ 7f:tt«sntii57?t7*«f- ^ (#J 

File Allocation Table ; FAT) £RiW*A/TMff 

i'^yXfA^toTttMSCiCJ:^!, IE 

[0 0 8 3] **W©^-*flS*Bfc*^TSJII3ft 
h?Uy>; . 7>3> - (BPT) «, 

n^^x^Tga-cOT^irXl^pJ^-y^T&^c 
<XttBPT*»«Lfc^f^7$ffl^T, n>^>y 

7l:jli7^tXfl)fAWX0^ ; E>J'f>^-7x>f 
XfflSfC^Dy £ • /i— $ v-> 3 > • (BPT) 50 
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^^A^^fT^Tfc, y^T^-trxg^Pj^-y^ 
T*syDyi7 • v > 3 > . T--y;u (BPT) 

fcRj£ * nfcfF izft o fc * U 7 * ir X j&*frfe*i 

[0 0 8 4] 0 10 CT^D • y ->3 >"• 7=— 

(BPT) J£TF\ Sf-^Ca^T 

[0 0 8 5] • X* — > ? 3> (Format Versi 

on) 

BPT (Block Permission Table) tf)X* — Tyh/t- 
V3>$^t, BPTg^Ct), #!07*-7y 

• BPTf&S'B 1 (BPT ID) 

7uy2 • /1— ^ 7i>3>' 5=— (B PT : Block 
Permission Table) co^ij^ (ID) "C£>£ 0 

• Z?Uy>7& (Number of Blocks) 

BPT (Block Permission Table) Tr&ozfa y 2 (Dffe 
S^^T, ftl]£Lti<k?\z* 77yya^tUI4^n*y 

^«©iBS*%sns, BPTCcfcosisnsVDy 

• ^D>y^# l - yn^^#nlfpj^^^ (Block #1 - 
Sn Permission Flag) 

^ya^^coT^-irx$iJISx^^^^LTt^ 0 

77y0O7 r D7^(t m3k^*l7Uy>7T*$>K>, 

#\<Dzruv>? ttiB*w^a 7^t^:i ^^-r e 

• B PT - I C V (ICV of BPT) 

BPT (Block Permission Table) co&fi^x y ^7JB<£> 

i c v-e&s e 

[0 0 8 6] r/HX(D7 7<jk>XrAI4f/HX^ 

(BPT) Srffil^tf^^u/^i^^ij^ffftL^^^EU 
7j — F^OtTJ Tfrbtttfr&fr* ^f-f7^g7^ 
irX £fr 3 * =E U -f 7 x< XgfSK B P T *Uvk 

U ^rtoty** 7^^-r^7^-trXl^pJ^-^;U<hLT 
fl^^^ 0 ^*H>^-7i<m 7^-trxff 
olT-^S5filBPTSty h (ex. B4K:?K*r 
* : &UgK32 1) "T^o ^'J</^7x<XH * 
^■V 7C0^^U ^7^ilXT£#^£§{f L/^, COO 

7cD757-txi^pI^-^;ncSo*^fe7^irx^ 

[0 0 8 7] 7 , D7^' /V- * 7i/3 > • ^-y^l/ (B 
PT) \Z\t. WiL«/f'f7©777ya/ : e , J^ 

rS£pjyD-y^ tB^Rl^Dy^, £>&^teS£pJx* 

[0 0 8 8] X*n>y^7 - /\°— ^ y is 3 > • 7^—7* 
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)v (bpt) \z\t. &@.ffi±<Drc®<D&m L x.v9mi 

f*Ct*KiSftS. BPT©ICVtt^r>f7(Oa 
BUT "(ID) tcSo'^T^-T^o -ttOfcAfC, ffc<£>* 

[0 0 8 9] *-r* 7tt, *©«i»i:^Dy? • /t- 

vyy 3 >-f-^ (BPT) (ex. 7^ 

Ctf>Bg$* 7uy{7 • /t— 5y/3 > • 'T— ^ (BP 
T) feftlrtUfc^^Urt^yDy^iCOl^Tia, 

;u (BPT) KEiM"*. *U«iOf/HXli 
TJC^Lfc^-^fS^S^^UT, BPTfe#Il 

fe|»OT', BPT*&^yo*y^£tg*^W£LTI£5£L 

|$lh£<ft£o ^f>f7rtOBPT€:fi|ffllfc77^^0 

[0 0 9 0] ^f>f7 (T^y^j-^^'JlSSc-r — 

7— (BPT) (0ftS7O-^, Ml l*3<k«Bl 

^5 ? -<7 r f^jat»S51UT^7 f ^7«UJ»J?- (ID) G>£flc 
iBPTO»#a**«att»f^"TffTtonat>a> < i:'r*. 30 
(0 0 9 1] HI 1 1 14, «SBKffl3«fK*#fcfr 

D . y /7 . /^—^ v is 3 > . (BPT) OS^7 

Rj&WrtoftTi>fct>*7 f *f 7H>tfU iDK^ttibn 
^> KSStoT (S3 1) , & 6>a*Uai>*5*-f 7IC»<fl 
Ztlfz I D^rSff (S32) "T^xt, -ecOID^r^^X 
I CVM8K i c v_bpt££/£ (S 3 3) "T 
-60 I CVtSiK i c v_bpttt, VX^-I : MK 
i c v_bpt£, : I V i c v J)pt£, B P TM8<J 40 

? (id). ^a^^T^jsR-r*. i#«i:ft 1 cvt 

«K icv_bpt==DES ( E , MK i c v_bpt, I 
D" I V i c v_bpt) HSo'^TtflJSnS. xtO^i* 
tt, B PT© I DiSllMI I V i c v Jpt<0»ftilft 
{C^X^-H : MK i c v J>ptKlcfc£DE St— KT© 

[0 0 9 2] ^IC, B P T<D&7 4 —)V Hi:^I^7 
(S3 4) U 

BPTCI^TICV^M (tmil4©«« 
£®ffl) L (S35) , tl«LtICVSBPT©IC 50 
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v y 4—)\,Y\zWC& (S3 6) -r^>o ^<DJ:^i:LTi 
fSL-zntzzfuv? • /t— s y ->h > • t— (bp 

T) 7 1 (C##&tT (S3 7) . fc*5, f|tJi£U 

Jtcfc9i:BPT(Dit^D7 BPTC^t^T 

[0093] a 12 a. fflSBiEfflanfe*^^^^ 

^ • /t-^7V3 > ' T— ^ (BPT) tDR5£:7D- 

02 2OffiiS#I) ^HfT*r^)o 
[0 0 9 4] -«SBIiE*J:tf>l**«ia3a**tT-r*i:, 
^r^7 2i:»l I D«t*HlU3T>F*ai-3T (S4 
1), I D*R*fcUU ID^^-Xi:lfcICVM 
BKicv_bpi*trt (S4 2) f*. ICVMS 
K i c v_bptWu : MK i c v_bpt£, #] 

MB : I V i c v.bpti:, BPT»ff ( I D) Clo' 
^T4«tS. JMfrWICtt, I CV&fcmK i c v_b 
pt=DES ( E , MK i c v J>pt. I D " I V i c v_ 
bpt) \zmr3^T£.fS.2n2> 0 &<DMm** BPTCDI 

D<tmmm (ivu v j) P o conmrnm^K^^^- 

m : MK i c vJpti:<k4DE KT?©«f^ftfil 

[0 0 9 5] B PTW§7^{- ^KKi&gte/^ 

^-^^m& (S4 5) L, fi/l7^-i^^fi£*nfc 
BPTCS^TICV^M («i£T*0 1 4<0tft/$ 
Srigffl) L (S46) , Mt/:ICV*:BPT0IC 
V7-<- ;i/H(CSS (S4 7) f5. COi:7HLTi 

ijsnfcyoy? •/i-^7>'3> - 7^-^;u (b p 

T) Sr^x* 7 1 K»€r&tr (S4 8) . U$>* fflifiL 
fc«fc5lcBPT<&«£i&*:/n BPTCm 

[0 0 9 61 01 3C^D7^ • /t— ^ y>3 > • 7— 
(BPT) <Oft#W*JS«£S-r. SI 3 CO (a) 
(^7^7 1, ^f^72(D777ya^ : & , J^yP7 
^tg/ST£>0, El 1 3 (b) tt, ZfuyZ - y > 

3 > • 7^-y;U (BPT) T~&Z>o 7uy? • ^7 
>3 > • (BPT) tt, y* — Ty h • /^-v 

3 >, BPT ID, yo^^7gc{Cgi^T> ^7*P7^^) 
ffi^Pl (1) . (0) ^g)£$n, MCBP 

T^SIf x *y ^7ffl ( I C V of B PT) 
fcflfric*«Pt?. / : &U0BPTMy07^ (013CD 
«-Ct4^ny * # 2) tt, ^07^ • A*— 5 y*>3 > • 
(BPT) JZ*3^TtH*^Pl««tLTKSS 

[0 0 9 7 ] ttt5, 0 1 3 ^^T^P >y ^ . /1- ^ < v ^ 

3>-7^-y^ (bpt) comritWtt. ^ynvwrn 
^pj (1) , ffi^ToJ (o) <o*a«R£snfcflij5R-c* 



(14) 
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Lttiin. &\z-i$'m£.&j:zfm£^Bi (id , 
«r. is^ij do), s^nj, ?g£pi (on . n 

±&J:Zfi®lziil (0 0) iL^fS^pi^ T -S.-5 0 

[0 0 9 8] g2l:SLfcJ;^;^r-f7 2Tli 

^r-f Tf*)C$iJPSP2 3 1 £#oT*5 9. yn^-A 
-5-y>-3> (BPT) «*Rjg»** £ 5 

[0 0 9 9] lao^JlifeJtSBPTftM 

-f7^BPT©t^*li, ^Mfc^u ^f^-T- 
ffrftLfcB PT&t.mmz&tsmm£LT>b£<,K rztz 

•y 57 • a-3 7->3 > • t— (BPT) (C&i^Tfg 

[0 10 0] [Sfifiy^ffi (I CV) ICcfc-S&ffi^ 
x-y5?] ^(c, efcfi^x«y57fit[ ( i c V : Integrity Ch 
eck Value) iCfc-S^-^&g^x -y izMSC^^TK 
*^^©«i^(C*5^T> ag^x-y^M (IC 
V) fi. ^-^IS»#glct&«$n5n>^>y. 7d 

-y 5? • A— 5 «y -> 3 > . J— ,j ^•y_ ;>3 >IJX 

h^tc#AD$ti. -e-ti-e-'tiw^-^e^g^i-y^aiiii- 

7->y, ^D-y57 • /^-Syy 3 > . ^- ij tfy 

-i/3>'jxh^(;#jflsnfci c v4ag©s#e<jijgg 

[0 10 1] D E S 5|f f ^ fc St ?x y y 

ffl ( I C V) ££0!£B| 1 4 IC^T. H 1 4 Vffimzji 

■fc-S?*8/W h (J^T. ftMZtlfzX yt 

-~>*€-D0. Dl, D2. • • Dn-lit<6) f 

±MLfe757-feXffoI^-y;p-rj*5BPT05 
Wfifc^— ^Tr&o/S: D. feSUIJU #5r— >UXh 

[0 10 2] *r. mmm (Initial Value (WT, I 

vtr*) ) tDo*»tewi»aifti-r-6 i 

1 i-T*) . &tc, I 1 ^DESBf^ftSRilAtl, &tt 

^x-y^flt (icv) i^tK i c vzm^xmmtT 
* (m^j^E i t-r*) o e i *5=trjcD i zm 
mmmmmt. t^mti i 2*DEs«^ft»'\Ah. 

&K^x y 57 /fi (ICV) £/£g§K i c v £fflt,>TBf 
ffcT* (tb^7E2) . «T. d*l£*0iiU ±T(D* 
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10 



20 



30 



40 



N$-n>5 v > > >'^x-y57<ill CV £^-5,, 
[0 10 3] **©fc^C£#ffK£*ifc«Atf;j>7- 
>yft*l«*K*j«LfcjE»Sa:I CVi, Sffe(C3>^> 
^Ci^TtrtLft I CV ££Jt*fcLTH-tt#St 
HE. t&MlCV = I C VT»*ltfA2»*y-fe- 
v 7 . fiJAf^zi >-^>'y, BPT, &-5>t>te'J#5r— -> 3 
>'J^ Mr5WB©7kV»C£*t«BE$n, ICV *ic 

[0104] i cvzmmLtzT-f&m^^vtuim 

7D-*H1 5(C^-To tf. &K^x -y 5? 
;$7£fc&iiiL (Sll) , MffiLfcf-^lcS^UTMx 
«H1 4©DESBS^jaa*riEtj;r) I CV Srf+JS-f 
* (S 1 2) . H-ftOIMI. *t±J$nfe ICV 
^PiCftttStlfc I C V£*Jt«L (SI 3) , -au 

S (S14A>6S1 5) $tl. ^F— ^-37 
©atS«>*Siflt (S 1 4A>6,S 1 6) 

[0 10 5] U^y-^a >»JX r-CO&Bc^xy £7fl§CD 
Sfi^-x-y 57ft (ICV) £f«&K icv.rlli ? 

32 1 (04#pa) |*Kc^$nfcU#5r-->3 >UX 

h (Revocation List) © I C V§&&£.tff? : &'?X&— 
H : MKicv_rIi:. "j #5r- ^ 3 > ij x |, (Revocation 

List) CO I C V B*©*JJIBtt : I V i cv_r I 

£. U^5r-v 3 >.jx h®JRttflM|if>|::6£*l.&ijtf 
5r-x3 >U x h • A— ->*a > (Version) i:l^nt ' 
^J5)cT-5o Jlf£6<)!rf3. acg^x-y57lit (ICV) 
l£K I c v_r I =DES (E, MKicv_rl, Version" 

IVicv_rl) HfTtEitcDScftCi, 
A*— i^a > (Version) <ta«S<l (IVicv_rl) 
f#Si?0lC TX^— ^ : MKicv_rllcJ;5DE St— HT 
WI«^ftffla*l6fT-r4£t»5*i*T**. U^5r— > 

n^c I CVMiK i c v_rl*afflLT«JJHffl I Vrl 
(**US|.3 2 1 Sffl^TB 1 5 IZtUT I CV 

tc «fc TS^ff $ *l -5 . 
[0 10 6] Sfc, 7D 7 J- A°-5 -y-> 3 > • 
JU (BPT) COe7fi^x-y57fflCO^«^x-yi7{it (i C 
V) £j#ISK i c v_b p t \t, T-^^A'-rxco^^&iJ 
-f >^7x— X«53 0 Oco^t USP3 2 1 (i4#I) 
l*I(Ct&«$tlAcB PT© I CVaSi^f57X^- 
tt : MKicv_bpt£, BPTOICV«^t*«f«) 
^JWfit : I Vicv_bpt£, B PTCOm&m$&tplZ-£$.fi 
SBPT^'J? (ID) IC»-3*UT£urf-5. ^f*6<J|- 
tt. S«^x-y57fl (ICV) ££fcK icv.bpt 
= DES (E. MKicv_bpt. I D ' I V i cv_bpt) 1:1 
t?l»T±BSE*n*. WESC©*«»4. BPTCIDiD 
SSffl (IVicv_bpt) ©gNfiiftafnirvx^— ft : MKi 
cv_bptl^i:SDE S^E- FT'nmmt&Wtigkft-t h £ 
^5IftT*5. yD-y57 • A— 5 <y->3 > • 




(BPT) ©StfiyJilt COcti^LT^rtS 
nfc I CVMiK i c vJ>pt£fi;BLT»Jfflffi I Vbp 

t (^^uas3 2 1 K»iSfl> sa^ta i s tc^r i c 

V5fej«fl|jat«CJ:oT*ff*tl*. ft*. BPTOMf 
StLTM^ni) I C Vte, BPTrt^r-^iBP 
T£te^Lfc*x^7CDfa5?'JT (ID) ^^t^^-^tC 
l^TtStSh*. 8^T, BPTOICVfiyJ 
B P TOf-^St^ti^^cj: bf > /r^7i 
WOIESftBPT, Tftfrt^^^ricae-^n 

[0 10 7] £fc, a>f>70t?^»tt«Stfx 

7?«OS«fi^» < I CV) $L!$.mK i c v_c 
o n t (1 n >5 L >U/<0'\'y ^ (-fe* a. U -y-^f • 'sy 

=EU< >^^x-XCD«P-^jjailg|5 3 2 0 (B4#S) H 

^r>f72(D3>ho-72 3 1 T'UfT^n^DE S - 

[0109] [^-^at^tuu »*&*4aa] wt> 

[0 110] (?/HXfi»«fjflI) r/t-fX« 
^ 0 H 1 6 tt, fifflJJCH 2 {Cfctt^x^-f X 2 0 0 <DM 

wa52 o 5<&aag, q&fiytc^^u-f >^^x— xffi3 o 

hir*yh7^: 0 (*tyh) T&£ 0 
[0 111] S-f, T/W^^filit4t, ttfP8Stt. 

rtgp ^tuo77< y o atf- >on#tf to l a v > 
h^^^uo^^x— ^ffiicsKs (s i o i) -r^o 

LT 7 7 < 0 S t f-^l/OR*ffl U a ■? > 

ft (Si 0 2) IT, 77<jm0STf-^MW» 

^^UA^Sii, «w»^ai« (s i o 3) -r^o 
[oi 12] ft*s, 77^imosTT-?;ni x/n* 

-rxcoT^-trXpJt&^pqgM^U, tt«*^U left*** 



(15) 2002-135243 
-y3>U^h^ ftlf-^7 7<Mf>f H7hU 

r^i/^hu, 77<w. e>n 

[0 113] <M»SR». rtW*^UICttttSn&x--* 

icitjK-rs^r-f^aoaT^-^ussw (s 1 o 

4) -?Z>£. f-7';K:a^TU*y-y3>U^h 

io co^<^ffiL5aii^*fT (s i o s) u v 3 > 

>JX h<E>-fe*y h37> H U^-ya^'JXhS^ 
^'JO^x-XKi^fi (S 1 0 6) -r*. U#^r- 
•>3>'JX hCO-fe^ h#L3te, U#^r-~>3 >'JX 

>7llOiS, •J#7--'>3> , JXH:UXh777 /, $ 

nfc:j>y- 5 s -r TiMM^toitttaa** 

[0 114] Ustf*-— ~>3 >>JX hc^-bty h=iv> H 
20 <fc, U#^y3>UXK^ri»bfll (S10 

7) T££, ?CtiJ<>^7x-XH Xf-^Xl/y 
X^Obf^-?^^ 1 (fy-) i:t7h (S10 

8) U -> 3 >U X hcD&g^x^JBCD&ffi 
^x-y^fit ( I CV) 3EfiR«K i c v__r 1 (S 
10 9) T£. 

[0 115] 'J^^r-yayUXh^&Ifx'v^fflO 
&®-5fx*y ^ffi ( I C V) icvjllt T 

fe^yWXrttCtSJW^nfcU^^r— S^3 >UX h (Revo 
cation List) <D I CV»$tflEn7X?-8 : MKi 
30 cv_rl£, 'J^^-y3>UXh (Revocat ion Lis t) CO 
I CVm*$if&?Z>V5<nWmm : IVicv_rl<k, U#ir 
-->3 >UX h0)J|ltt««+»3**n*>J#^r-->3 > 
UXh'/t-y3> (Version) Clo'^TMt^, 
. JWfrWKtt. &fit^x -y ( I C V) MiK i c v 

_rl=DES (E, MK icv_rl. Vers i on* I V icv_r 
1) KS^T^fifcSn*. 5*OSt*tt. A— S>3> (V 
ersion) tWmm (IVicv_rl) OMUIfDC * 
: MKicv.rnciSDES^-H-C^W^ftttaft 

40 [0 11 6] *l:/ ; EU^>^7i-X«4SLfcSfi 
^x-y ^7 fit ( I C V) £/£g|K icv.r ISffl^TU 

2/3 >ux hrttc^^^nf-iELo^ i c vtoja^iaa 

( I C V = I C V ?) ^m=r (SI 10) T^o ft 
4o> ICV <D£.fSL®Mte* WiE©Hl 4TKWLfcD 

&ft^x*y^<il (ICV) £/£HK i c v_r 1 

[0 117] ICV =1 CVt»4t§ (suit- 
so Yes) te, U #^r— ">3 >U X h^acS^ft^IE^ft 
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±-yhyy^f^l (-ty b) \Z~ty b (S 1 1 2) T 

*^EU <0!IAtf*^:US53 2 1 (B4#S) ) 

fclAtf, iiS««9»»3 0 6^$ijfflffi2 0 5 (0 2 

sn. jns«ftdww3 o 6#fwwffl5 2 o 5^e>n ic 

>t- > y<DWiZh& Lttimtzft ?s\*y?± y bn^> K£ 
[0 118] CCD^olZ, 'J*y-y 3 >iJXMl ^ 

[0 119] HI 6<D7n-CDWtW&m?Z>o I CV 
* i CVT$)^i^ (SI 1 lt'No) 14, U#^r—> 

S^<=r>T->^4TLS^^ihL2l31^$5T-rSo «±co 

[0 12 0] fHffgfffiltt, X^-^Xfc^fcHLn 

^> H^^cqEU-f >^7x-X(cSI« (S 1 1 4) u 
tv-77W0i/^fc;i^f|: (S 1 1 5) £L 
t'J#i— > 3 >U7hty h:7 7£f£ff# (S 1 1 30 
6) T<5 0 U#y-~>3 >-tr. y 1,77^ 

»j* h©aa^^t«jgsn&«^j, ux ha*fn» 
[0121] (jx^rBmwffls) xa^xk 

7a*S*£*i;t»£-<0*7 f -f 70#S»ttfliB^ 
^^-f 7B«Wk:jgp-r*«aK:^ir»TRWr*. sua! 

IEffla^^fTT^^<7 P 0^5 =r >rT2ch^*^ e 40 

=Rf£MlCteU jr-^3 >gx MC^FIE^tV 7t 
Y > 3 >ux M:U^ h77^nt^6 

-f\ or ttfc * 5V 7 t a * c: & a**B s ti>t 

ci^ftilt, *t-V 7(cte^£n£7^irxffpj 
f-^TSSBPT (Block Permission Table) 
: E , J<>^7x-X{:t7hl, BPT*#ILt^^ 
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[0 12 2] ^f^7Htgf^fcfl^^T 
*7flMB»»»CtnrcHl 8,0 1 9 6ffl0iTRWt 

[0123] 018, 019 {C45tiTt>£ffl!IJCBI 2 fC:fe 
X 2 0 0<£>$!|fflgP2 0 5<£>ia3, 
U<>^7i-^3 0 OOffllSSLT^S. 37P 

-mmm&x\ *^u-f>*7x-xgp3 o o^xf- 

T^71t^77^: 0 , ^f-f71tyh7 

jo 12 4] sf, WTOit ^/wxKgtfsnfc;* 

^7^x^7 1 t*§ut$B»n (S2 0 

1) . 7»SiJtt^*R££ftjfc;*5^ TMtitlzm 

ftBH-r*£<W«Btt, ^r>7 1ISS3-7>H$^t 
'J<>*7i-7ta«T* (S 2 0 2) 0 
JO 12 5] ^^>^7i-X(t «!lffli»^^<7)^ 
r^7 1BiD7>H$Sf (S 2 0 3) TZ>£. X^ 
-^XI/yX^(Dby-77^1 (bf>?-) fCifc^L 

(S 2 0 4) . ^TsriizttLTtT-fTivrnm? 

( I D) OtofflL3T> K«£fl (S 2 0 5) U S 
ft (S 2 0 6) T£ 0 §IL^^f^71^)I 
SJi:t7h$nTl^'J^y-y 3 >UXh*0 
y#—£ ^rV7 1(DUXhi(7)i;tgI^^i 

fT (S 2 0 7) lT£ 0 U^-y 3 >UX htt, ^CDI 

^rU<>^7x-Xi;t7h7y7 p $n, -fcvh7y 

^*^M>*y*-*\z&^xmmmzmm^m£t£ 

CO 1 2 6] S« I Di-»t* I D#UX h + K#tt 

>r 7Tttfc < , iCfUffi ^r^7^^«ijS 
(S 2 0 8l:*liTNo) L, Xf-^XUyX^(7)^ 
r^71ti77^^1 fc-tr-yh (S 2 0 9) 

L, es?--7^iTft0 (ft*) Kty h (S210) t 
§gID«t-gt5ID^iJ^-y 3 >iJXht 
iw^ofc*^ (S 2 0 8 C^tiTYes) {4, 
-<71tt'J#-^^f^7t*r), #at3fiJffiT# 
&H£fO£U Xf77"S 2 0 9<£>W#j;7 ^^CD#^ft: 

«at*ff*-rx?yys 2 1 0«?-77yS0 

[0 12 7] MflVtt. Xr7yS 2 1 1 

T, Xf-^XK^ajt3T>H^^qEU<>^7x- 

IB(S2 12) Oft, *7M77^#j|£teBLT 
#a (7^ : 1) (S 2 1 3TYe s) tc 

<0*»atl»fTlx, ilJa C7^: 0) (S 
2 1 3TNo) fii^U7t^ s 



31 



(17) 
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[0 12 8] m 1 9tCii<^. $ij1BW;L *7W 7 

^^^U-f>^^x-X^itm (S 2 2 1) U *^EU 

n^-t^^ai L=i^> F^/r^Tl (S2 
2 2)" b, 77<M']0^Tf-^^^T^71^b 
§fll! ltd«P8F^SI(t (S 2 2 3) T£o 

[0129] idMii /x-fT 1 ic+MrtSttfcx— * 
i:»«t*77^;moatf-^**i (S22 
4) -rat. T~y;wcS^Tyn^ • io 

3> .^-y;|, (BPT) (DSt^tBLJaSS:*^ (S2 
25) b, BPTOtyh37>Hi, BPTft/^'J 
>^^x-XlC)H^ (S 2 2 6) -T*. BPT0t7 

hJfflsti, BPT*«*a!i"c**»'&«co*sifTan. b 

PT^t7h*n*i, *-7M 7?^£><£>=1>7 : ->"> , S^ 
n>T->^5aS^^> BPT $#SbT^ 

[0 1 3 0] ■ S *y ->3 > * T—yjl' (B 20 

PT),TOty h37> BPT*M»»*^SS 

(S 2 2 7) f-5i, ^tU^f>*7x-Xtt, 7,7— 
^XUyX^Ot'y-77^1 ) 

(S2 2-S) b, B P T©!klf x y ?ffl©*l?x y 
■ ( 1 CV) MiK i c v__b p t Sr^flt (S 2 2 

9) 

[0 13 1] BPT0Sfi^i7 ^fflCD&St^x-y #fil 
( I CV) £/#^K i c v_b p t 14, Wr/WX^! 
l:#«SnfcB PTCD I CVIBIStfltt.ST^^-B : 
MKicv_bpt£. BPTOICV«tt««BO«UII 30 
fig: I Vicv_bpt£, ^f>f7IDl:l^^T«t 
*. A*W(Ctt, acS^x-y^fii (ICV) M»Ki 
cv.bpt=DES (E, MKicv_bpt, ^r^7 1 I 
D*IVicvJ>pt) tzS^^T^^tlSo 3C<0*i*tt. 
^f>(71 IDtfflWfi (IVicv_bpt) OSEffilftSfD 
C7X^-8 : MKicv_bpt(Zcfc*DE S : E— HT^B* 

[0 13 2] *i:^ : £U^>?7x-^liMtfc3cS 
^x**« (I CV) £/&^K i c v_bpt€:JfJ^TBP 
T^ICV ££>£b, ^»BPTrtK»IASnfcIEb 40 

lucvi^^ti (icv =icv?) 

(S 2 3 0) ICV 0£fiKASH:. Wi£ 

CDH1 4TlftB^bfcDES : E-h^cao*^T, Wfflfit I 
Vbpt*fflt^ ^jSbfcefett^x^ffi (ICV) 
UK i c v.bptSififflbfcfflafCctoTfTfctXS, 
43, BPTOttf *«iLT«*Snfc I CVIt *x 
>f7ID^f-^l;S^t«^tlT^i9, IC 
Vt&^x-y^te, BPTO^— *afc*^#*<&*ftS 
-f> 7HW<BIE*S&B PT. t&^^i^^r^ 



[0133] ICV* =1 C VT***i& (S 2 3 IT 
Yes) tt, BPT^iEatt^^-YTlCttJWSnfcac* 

^£ 1 (ir^y M Icir-y h (S 2 3 2) T£o I C 
V * I CVT»4«§ ( S 2 3 1 T'N o ) tt, BPT 

i:SK*0t«^S^ BPTO#ifflii:S^<3> 

T-VU/fflaSStitbffiaSrjRTT*. 

fC^S, tfv-^imOKH^y h (S 2 3 3) £*1 

[0 13 4] Mmfftt. Xf-^XK*Ull/3 

■7> Kft^U'f >?7i- XtCiUft (S 2 3 4) b, 
fc'y-77^0(!:fi:^fc:t^tt (S 2 3 5TY e 
s) tlT^r^71t7h77^^§S (S 2 3 6) 
f5. »#Sn5/f>r71tyh77^1 BPT£> 

^cWL^MM^mm^nrzm^t. 7 i a^fraiw-fc 

•y hSnfeCtSST i . ^OlM^OtftS, 

[0 13 5] T 2*«7 f /t-'f ^^S**nfclR 

(D*?* 7 2?SKffl ! atCOl^T, 020, B2 1*ffl^ 
TSftW-TS- ^f^72H H2 SrJB^TSft*» bfc<fc 3 

[0136] 12 0^XT7^S 301^6S 3 0 4O 
Xt7^1 ^r>f7 1{7)]|IMttt^Xf7^S 
2 0 1 -S 2 0 4 <hP«-C&^OTlftWS:^&BS'?"*- 

[0137] Xf7yS3 05 K&^T. ^^rU-f >^ 

[0138] i22c, ^mmmnttzm ^tsss 

M^ffi (IS0/IEC 9798-2) COfflrgix— ir >X 0 

So M2 2\Z^X. £"T, B^6 4 e-y hcoaSRb 
££*£U Rbi«k^5©ID-Cft5ID (b) £A 

a»RaS£ritb. Ra, Rb, ID (b) <DMlZ. D 
ESOCBC^-HT'SK a b ^Tr — 9 &V%mt 
b, BtiSiHT^o tets, 8KabH AfccktfBl::* 
ilc^ffiS*, B5EHT*>* 0 DESOCBCt-HSffl 

fcjaa^*3t^T«, #jffifit£R a <h*SNt&MMafob, 

DE Smmtmz^X. lKab^:ffl^T©^tL, 
*«Eltt4L. *WT»*»3tE 1 tRbtSfti 
MlfrSfnU DESffff^ffcSiUc^T, ■KabSffilfi 
Tff&^tftb, fft^E2^Mb> £ bJC, fff^XE2 
tID (b) ££SMfiBMfc3»b. DE SflHfffcSRK* 

chlCcfc^Titfix-^ (Token-AB) ^MT^o 
[0 13 9] cnSSfibfcBtt. +\t 

oftaottsait bT*n^noc»*^rt^**iT* 



(18) 
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£D\ Bf^XE 1 SBKftK a bTSE^ftL 
E 2 ZmttmK a bT«#fcU *©|S*iE 1 

U ID(b)t«. -5LTf#S*ifcR a . Rb I 
D(b)©?$, Rb^O^ D (b)*t. B^^L/cfc 
Oi-*t4W»ItS. -©fcaEf'iloAcliS-. Bli 

CO 14 0] ^icBte. BnteMtSt^aH 
- (Kses) saftCi^T^t*. fit. R 
b. Ra. Kses DESCCBCt-HTg 

[0 14 1] -*i*s«LfcAtt. &mT-**sgm* 

Ra, KsesOft. RbiitfRaft A^it^LA 

t>©£-a-r«**K-r4. coawEfca^fcsa. A 

fcfftKtt. -by -> 3 >*- K s e s «, Be«<0«C9 

CO 1 4 2] fc*3. Sflr^-^ottKORlc. TiE. * 
-StfJi^-a «. «SBE«i«ftLA feci 

Ll *«»o«iiii«>?-^ifiai*«*jksn5. 

[0 1 4 3] 02 3. l2 4|-*%TOfAWxi/r 
-C TIBIK:*»t««siBK. CI (±-y> 3 >m) 

C0 144] sr. ^723>hD-7^» Ra 
(S4 0 1) L. Ra*JtCXeecDiDT*«ji 
^-<T2 I D^f/WX^€H> ; ?7i-7l;Sf 

(S 4 0 2) f5„ cn^i (S 4 0 3) bfc^A'-f 
X«y<>^7i-^li SfiLft^7 2 ID 

SJSBtt (IV_ake) ©#ffii&SfDlceE©3f#-r 
*BEft£/«J|ivx*-* : MK a k e LDES 
Wfc»a*fr&, TMM|K a k e (s 4 Q 

4) r*. sec, f/wx^tu<>^7i-^ij, 

«ffcta«kRb*^BE (S 4 0 5) U aiiiv_a 
u thiRbiftlMittnainL, lK akeS«HT 
PHHfcU «F^*E 1 £±/£U *ttT»*XEliR 

•WXE2t4«L, B|^E2i^^72 
IDt*M«iIfdL. »Kake£fflDTi|^(tL 
W*E3SS«L (S 4 0 6) , Sa*Lfc5*-* E 
lHE2IIE3*^^723>ND-9tafl| (S4 

[0 14 5] cn&Si (S 4 0 8) Lt^ 723 
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SEliK a k e Tfg-^ft 



(S 4 0 9) t5„ Sflr^-^Ott^ft^jfett. $r< 



8f ^ E 1 *«K«K a ketfi%L, «J)««i# te 

U Ra' £f#3. WiE3«BI«Kak 

7 2 ID' r^LT?#^tlfcRa' , R b ' 

*5^72 ID' ©3-6. Ra' *J;to^7 2 I 
D' *», *r<(7 2tfmmi,jth<Dt-&TZfr#U 
(S4 10, S4 11)n„ C©^aE(Cjiofc«^. 

a *5ck0:pc^^7 2 ID' itfix-^t^-^ 
ffi£K|E#f&jfc (S413) Lfz%Ot 

[0 14 6] *fC*^7 2:i>hD-5«. ig§jE& ( c 
«It«t7J/ 3 >*- (Kses) «!:Lt©§L»*£ 
* (S4 1 2) TS 0 I24ffiXr7^S42 1 

C*HT. Ra. Rb. KsesCIK. DESOCB 
C^E- HTBffiJIK a k e £/Bt>Tmr^-ffcU :rA*f X 
^^UO^^x-XtiH^ (S 4 2 2) 
20 [0 14 7] ^§fl(S4 2 3) LfefA<7^ 

V S4 2 4)t4 ' ^oLxm^tlfzRa" . R 
b". Kses©|*j. R a " 43«fctfR b" ^A'-fx 
«*a«Lfct>Oi-»-r*36»*K (S4 2 5, S42 
6) 1-5. ;i©tMEfc:«ofc»fc. TAWxtt/f^7 
2*iES/«tt>©tl,TBSE (S 4 2 7) T<5. SWffl 

(S 4 2 9) L. BKacWffafiofcd&oftiittiL, 
TWBSti*. Ra" #«fctfRb" iMM^-^t^F 
30 -aT*ofct#f4, ffi£BK«t*tt (S 4 2 8) L/"- 

*>©tu •e©»©7 f -*a«s*jt-rs. 

[0148] I20CID. "?-f7 2«DBt«ii:, 
t>TRBt«tJ*. 7,=ryfs 3 0 5t*UT±«O« 
SBffi. «*E#«lS***fT*n. XT77S 3 0 6Tffl 

l:SfeLt/^720IDt. HCtyhJntV»« 

©'J* h tottmmntznff (s 3 0 7) r*. 

[0 14 9] Si IDi-grfsiD^UXhtl:^ 
40 Lfca>o;fc*^tt. S^T^7 2li>J#-^| ! ^ 
-f T T? tttt < , iz %i m TfjBfr ^ ^ 7 ^ ^ ft & 

_(S 3 0 8 C^TNo) U Xf-ni-yX^^ 
^72ti77^*l (c-fe. yh (S 3 0 9) 

U ty-77^0 (ftft) Ktvh (S3 10) T 

Sftri D I D^*U#y--> 3 >IJ7 

K£ofc*i£- (S 3 0 8 IC^^TY e s ) «, giff 
-1- 7 2«U#-i7^^/5-V JT-a&D. *«!itfUffl-C# 
&«<»£«JtU Xf7 7S 3 0 9©Si7 7 y«DtM 
»8**ff*rx?y^S 3 1 Otfy-77^0 
50 (f$«|) l;t7hLtfflI^|«7t5, 



(19) 
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[ o i so] mmmt. ^f-^s 3 1 i \z*$^ 

XfCSMIU Ky-7?^0 (*S«) WofcCi^ 
ttB JS3 12) Oft, ^?-<777i/4RI8**BUT 
*SS C7?y : 1) T$>£il£r (S 3 1 3TYe s) \Z 
<0*«&a*ttfrU *ia i75#: 0) (S 
3 i stno) a, J&a***T-r*. 
[0,1 5 1 ] M2 1 Kift^ fMWffitt. 7 

2 K Mi" S 7 7 -f ^« 0 STf-^*» tti L =3 V > F 
&**:*)^>?7jL-7,\zmm (S 3 2 1) U *^EU 10 

tifcir^^^^ajUnv> K4^r>f T 2 fci£ft (S3 

2 2) U 7 7^AaOStf- /M^r^7 2?!i^ 
*«U MflfflSfC&fll (S 3 2 3) "T^o 

[0 15 2] Mfmtt. ;*^7 2(Cte^2n*:7= : --* 

fc*fjfr^^T<;u#Jo^T^-y;u^SM (S3 2 

4) T^t. T-^K:i^^TyD7^*^-^'r> 

3 > (BPT) <OK*ttlL,«ia€:iefT (S3 
2 5) BPT05t^h37>Ht, BPTSr^^EU 

-f >*7x— (S 3 2 6) T*. BPTCOir-y 20 

iA^5a^^> 3>^>ry^SCD^, BPT*#IIT7' 

[0 1 5^3] ^*D>y ^7 • /1— 5 'V>3 > ' (B 
PT) <£>ir^y h37> F<h, BPTail»b§fl 

(S 3 2 7) ^tU-f>?7i-Xli Xr- 

?Xl/y7^0ty-77^1 (h*y-) K-fcyh 30 

(S 3 2 8) L, BPTOSIfi'^ffl^atfxy 
^fit ( I C V) i c v_b p t (S 3 2 

9) -r*, 

[0 15 4] B PTCDBfeSl^xy^ffl^BkK^-xy^ffl 
( I C V) £j£S$K i c v_b p t 14. Wf/HXW 
tCt&*fl^nfcB PTO I CV*Sttftf5T^^-« : 
MKicvJ>ptti B P T<D I C V»££j*T5H#©fiJ*B 
fit: IVicvJ>pti, /r^7 2 IDi:S^^T4lSt 
ftfleWKtt. BScK^xy^flt (ICV) M8Ki 
cv_bpt=DES (E. MKicv_bpt, -7^72 I 40 
D*IVicv_bpt) (cSo'^T^^n^o it<0tc*te* 
/f^72 IDtWSMI (IVicv_bpt) OBM&HaSl 
(IVT^-II : MKicv_bpt{Cj;£DE S^— FT* CO© 

[0 15 5] *!:^ ; E ! J<>^7x-Xlj:MLfcSS 
T-jLvtm (ICV) MUK i c v_bpt£ I Vbpt£ 
fflliTBPTOICV ?:4SL, WBPTftCM 

snfciEb^ i cv«t(0BBft«ia (icv = i cv 

?) £»t (S 3 3 0 ) -T^c ft43, icv o^^sa 
ate. WJfiOH 1 4T'»MLfcDE S^E- FCl^V 50 



m 
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T» #]JSSfii I Vbpt£ffl<^ fefcLfcefcS^x^te 

( 1 C V) MiK i c v JptSrigJBLfcffiaKAoT 
frfo*!*. &*3, BPT(Oft»*«tLTftlfl$ftfcI 
CVH /f>r72 ID^f-^Cl^^TM^ 
nT430, ICV(D?i7>B, BPT(Dr-^S:t<7) 
"3*. /rV71#OIE^a:BPT, f&fc 

^fffi^*^ 7\zz2 e-snfcBPTta^ci^ttE 

[0156] ICV =1 CVT* (S 3 3 IT 

Yes) \t. BPT&m^t&*T'<7\Zftm2tltz&WL 

(D&jz&m^mtevtmiz±y ^T r ^T2ir^h7 

^£ 1 (ir>y h) Ct7h (S 3 3 2) "T^o I C 
V =£ I C VTS^^d (S331TNo) tt, BPT 
ir&m&O £*J5££tu B PTco#M85[La^S-^< n> 

x>u/flaa**jhu«ia*J»Tr«>. w±^®a^^7 

iCcfcO, t'y- ~7?!f\*0lZ-£y b (S 3 3 3) £*1 

[0 15 7] — ffiftffifflltt. X^-^Xtt^fflbn 
V>^^tU1'>^7i-X(:HI (S 3 3 4) L, 
ittt)fcCitfttt (S 3 3 5TYe 
s) tLT/r^72tyh77y*«# (S 3 3 6) 
t5. «#Stl*/r>f72t7h77^ BPTCD 

[0 15 8] {^-9 7 r^;utt*iii'biBa) ^ 
— ■■^7T^;K^K*tbbisaaf3^i^TH2 5^70-$: 

^U#y-y3> l JXht)^tn§o 0 2 5 K:^-T^a 

2) cov^n*Mr»tt$nfc^-^7 7-f;u^a*ttiU 
icftil^cMa^P— T£>£o S2 5{c*3^T, tzttoiflT 
. SWr/WXC7)/^:>J'l'>^7x- 

x<z)*aa-e&£« 

[0159] ww»tt, 77-r;moaTr-y 

)l (Ml 7#JS) ;&*ett^ffiL#*x-*<&^*^7' F 
UX (S (1) -S (k) ) (S 5 0 1) U * 

=EV^>?7*-7s\zmn LtzHZfS (i) «E*.fcHL 
37> FSrH^aifi (S 5 0 2 , S503) 
H>^7x-7lt -fc**S (i) tt*fflUn-sr>F 
=&Sfa (S 5 0 4) t^t, ty-77^1 (bfv 
-> t'S^ (S 5 0 5) L, Sft^^S ( i ) ftfftgR 

^^E'j^, na/^'Jtis^?:^ (s 5 0 6) 

^»^^'J"C*^S^^ /r-r71fr/f^72^t 
•v h77^ 1 (^x^r T***a»tc-fey F^nT^^d 
) t^l)^^ (S 5 0 7 ) L , iiyby^ 
ytt 1 Tfe^W'&Mtt. ^^tr^n^^/^-H y f>a > 
• t— (BPT) *#HiLT, BPT*«K*tHL» 
ft-C*«)-tr^^S (i) fcK*fflLIfW»*yD'y^i 
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37 

isTmfeLT^zfrzmm (ssos) -rs. bpti: 

U^^KS-fe^^Ox-^^^UJ-r (S 5 0 9) . 
[0 16 0] ft^tHLfct&x-^atB PTICcfcS 

ti. ^T7yS 5 0 7, S 5 0 8teZ.*y7?Z>. X^ 
•y7°S 5 0 7, S 5 0 8 ©fij^N o T-&-5i§£, fJtt 
fe*-fc**S (i) »ttLfc^^7Ct7h77y 

BPTK-fe7*S (i) Oft 

13 tit*-, ft*tBLx^-tLTft«-tHLfi£aj77^ 

[0161] X^-yT'S 5 0 6~S 5 0 8 cD^^d -y 
iMciJt^T, ****** s (i) ©ft*fflLjJ*36f?Rr£ 
^^^t. U^b^-fe7*rt*ft*tij;s*i, -fe 

*^<«oirjE»a**j«f (s 5 1 o) an, hoitie 

* { fi)ca>Lfc (S5 11) CtJlBL. ft*.tbL^5b7 

Kfttt (S5 12) L, tciS 
« (S 5 1 3) t5. ROiriEfc*»l,fc»&tt. ft* 
ttiL>*2j7 7*£0 (S 5 1 3) LTffl 

[0 16 2] Mflpfflttt. 7f7^S 5 1 5~S 5 

2 0fc4jir»T. «'JO^i-xWr-nii 
^tttbT. fy-77W0OfSi;tiUT, ft^tiiL 
fi£«J 7 ^ *# 1 -c* « C <h L Ttt*tt L 

$A777i^lDUiLT«SL, 7 K^t«*-f> 

[0 16 3] (7 7"Ol* 

[0 16 4] 3-r, Mttffitt, t#a*#»7r-fA6 

-fe^ic^af*. ij-asnt^-^sD (i) ~d 
(k) tn. aaspii. ikic^-^-^D (i) 

&*-t7:7S (i) £fS£LT, «'J^>^7i-7 
iC-fe7^S (i) t*a*37>Hi. x-^D (i) 

*«*awr cs 6 o 2~s 6 o 4) r*. «ij-f>^ 

7:t-X«. -fe7*S (i) «*a*3^>K*gflI 
(S 6 0 5) fit. fy-77^1 (£->*-) cr 
S (S 6 0 6) L, %m-t??S ( i ) ^ftgM^ij 

^»^*U-C***>tfd3t (S 6 0 7 ) U ^SP^ 
t'J^^i^j, ^ ir -c 7 l ^ ^-t 4 7 2 coir 7 F7 
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f> Tft«^«f)]g (S 6 0 8) U t7h77^5] 



3 > • -3 

7> (BPT) £#BHLT. BPT39*«*a*»*-c* 
3-fe**S (i) *»t»ii**fpr»Jfcyn-y^itTR 
fiLTJr»**»**|je (S 6 0 9) -T*. BPTK»*& 

^ffFBlT-D y ^ Sa^lCtt. "fe7 * [C^L 

TK£T*ei9iriEflF^££tf (S6 10) L. ~-fc7* 
S (i) (C^-*D (i) iHOITiE^^O/LfiSP 

U fy-77^0 (^tS) (CS^ (S6M)T 

-So 

[0 16 5] ^*«BPTC«fc* 

Xt77"S6 0 8, S 6 0 9BX*77*t 
S= ^T77"S 6 0 8, S 6 0 9O«J6*tNoTa55* 
o. -T&fc-fe^TW 7fflty h77MUmni^, 
*fctt. BPT(Cir7*S (i) 0**&*ffV£ttt£ 
SftTWil>|6l:tt. Xf77-S6 1 3 Kit*. 
20 7 -tbTtf^jA^^gj 7 9^/^0 (cir5/ K - r 

[0 16 6] XT7 7-S 6 1 6~S 6 

2 0»C*HT, ^€U<>^7x-X©Xt-5'X^ 
*ffiLT, tfv-7 5y*J0cD#tffi|c43^T. 
)Sa77y*il^5Ci^ffiLT7 FUXSMgjfc 
-f>7U*>hUT. »*a*7 f -^*«^^^ij^> 
^7x — T^TcDja^^^TTSi, 7 

r-f;na(3^TT— ^jiommmmzmff (S62n 

30 tifcl:^"J-f>^7x-^l:M (S6 2 2) u 
^U-f >^7o:-X«n-7>K{;ae oT7T< j US! | 0 

S Ct— y;i/«»*ii*iaas*ff (S 6 2 3) 

[0167] [-ttf&mizmcrzm^itm&mmLtz 

■fcf^©*«tt8/W h (DES©i&) *fc»4l 6A* 
1* H (hU^DES (Triple-DES©^^-) ) ©iiit^ 
**^B t tt S * ^ -y y o-y-f X*«»* Cft,TL*K 

ttC/=£0, *ffl±*f$L<^t,^ £7t. #-fe7^(7J^- 
50 SSiWi^ymxcwssfftCittiiti^. 




[ O 1 6 8] f^T', *^^*>XfAT'H Jfe^ltt^ 

fig) o m7 \Z7jkLfz±.Jr=L } )7'>( ^N-yy^^K c_Encr 10 
yptedO-K c __Encrypied 3 1 ^3 2f@cOff&^^t^K c 
ft^t\ [Encrypted] tt, ^tl^tlCD^K c ffl 

[0 16 9] n >^>^(0^v ^tit^Si IT 

27 (a) ^ftl:@7^ffl^Tift^lfct+aUr^'\ 20 
7 (a) cDir^ U y--f 'Sy 9\Z\S. Kc (0) — Kc 

(M-i) stomi^b (a >-T->-y^-) 

[OH'O] C<OM<HCDr3 >T">U/*— te, i^iffl2 
7 (b) fC^T^^tr$^^&ir^^C*fitxf+W^tXT 

&±.9 9\z&m^&T-9<o^ J %i\L\z®.mznz>, 9t\z 

frft577y>a/ : £ l JH S 2 7 (b) {C^fct^ir 
r-^»tt««^a-v^*tti:»tlSn, &7uv9 

(0) ft, ^^rUco^^n'y^^ir^^Ofct&^-r-S^ 
-^0)i»^t«ltUTiBfflL, «Kc (s) ft, 
<D&7ay9<D±:9 9 s tct&^-r^x-^^>«f^t»t 
T£o »Kc (M-l) ft, X*V<D&ZfUy 

9<D±99M- 1 (^t&^-r^^-^^Bf^-ftiii: LT® 

[0 17 1] ZL<D£o\Z. -t.9 9\Zttfc\sXgkt£Z>m 3 % 40 
Hftiiffl t T^-^ ft«MfrT* d £K «fc OftttT 5 -^ 
(ex. n>^>y) (Dir^U 5^#iB#5*l5. T 

9±#&'iS.^&Z.L\$^^1&T~&&fr%X$>Z>. 
[0 17 2] B|fft7;^'UXAH OOBS^ 

n ic ct ^des mmm m &nn? % -> > y ^ des^' 

2 OK±Oft6ffiffit-6 h U E S (Triple DE 50 
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s) zmmistzmmtmrfLhVT*>&^. 

[0 17 3] h*)zf)VDE S (Triple DE S) <DWM 
fM£i2 8(C^*To 128 (a) . (b) {c^-Tct 
5l:HU y^DES (Triple DES) t LT OfltdEJC 

112 8 (a) tt, 2^(75P8p-^»ftfflt^fcWI*^^"fcOT 
Kl, K2, K 1 <DM\Z2mmm^2>o 0 2 8 (b) \t 

rtf^ftiaa, •^ic.tsis^fLaaa* £bici£3i;:££ 

Oo KB, Kl, K2, K 3cDjlMI- 31SO»^ffi^ 

z.(D&o\zm&<D&m&mmz j &z>ffifiL£'?2>z.t 

[0 1 7 4] 122 9tC, ^t'J Jrt&tt-TS^— ^©&t 

des (c«fc^^ftjaaftfT^ofc«^ift^-ro a 2 

9 ld5jVr<J;5K:, &-?u<y9<D-\*9 9 0 12, 8Kc 
(0) iKc (1) ©2O0B$fflWh , J^DES 
*#{tftff&^^ -fe£*s«, iKc (s) £Kc (s 
+ 1) © 2 ^©SSffl^T h U E SB#<t*ff Jtt 

-fe^M-lte, ISKc (M-l) iKc (0) CO 
2 0<D*ftflH>T h »J ^DE Sf^fftftfr&^o ceo 
»£Tt>, 9\Z#rthT*mik\** MIT^O, 112 
7 (a) T*Lfc«*JW»fti«JlDS**i&Stt?i<. * 

[0 17 5] ^biC U 3 0 iCg&^ffi^TO^—^W 
^t«rit«ft»T. B3 0I1 **:*)(D&Zfn*y9<D2 
^<^*3tt-r*i:^ ^««ft 1 lom^itzfn v 9 t V 
T, 2 -?(&»ftfflV>T h U T^D E SBff^tftffttofc 
I8«T?*4. H3 0 d^-fct^fc, &7ay9<D-t99 
0£H991te* i£Kc (0) tKc (1) <D2n<Dm 
ftfflV^ThU^DESflP^ftftfrttO^ t?'#2st 
t^^2s + Ui, I3£K c (2s) iKc (2 s + 1 ) 
<7)2OC0«ftfflt^T h U y;i/DE SKp-^ftftfif&t^ "b 
5^M- 2 i-fe^^M- 1 «, iKc (M-2) iKc 

(M-l) CO 2 ^^t^rffl t/^T h U E S Pl^tS: 

[0176] 127, 029, E130 \Z^m<Dmz 

-flr&«lriE*<pIKT*«>. 12 7. 2 9, 3 0 T 

<M) tLT, -fe^ 37 0 h-^9 9 s ttB i;«"CBP^ffr 
«*<0«|jaEtLTt>JiV^ *fc»W«»ftL ( L >M) 



(22) 
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CO 17 7] L-tttm&CD&mTxy?® (I CV) 
©tfaDfiffiS] t^^*feoejcg?x->^M (I C 

v) ntttiaffiixiz-D^Tmjirz. mtk-twiz^tzv 
&Ltz&iz?-^y?m dcv) ^^D^ti-s^i-r 

CO 17 8] SfclCV^nS^ Sl^-^fc 
tt©I CV£Att>Atf£, r/HxC7r<J^xfA 

ic m&.\z®.m-£t\2>v : — i c v^esjosi ltk 
- i t ^ o . -c- ©«ia * *ff -r * >i * © 7 r -r ;p 

> X 7- A £ ^ fc |c fgigf S C i ##5 t. tt -5 . $ 6 C . 
[0 17 9] *aW©7 f -^ffla^iii =4 j llTtat 

mmrzz. st. 5tsgpic i c v£g< z\tx\ =?- 

x-^K^ttiL©a^tt*Wcn-5„ 
CO 1 8 0] t- ^*«E*a-r«rt»4. ^t'JO^^ 
x-Xg)53 0 0 (H2#Ha) Tt?^fiC5ICVfi 7 

3i§^tift«g|$2 0 5 (B2#fig) ^OteasufT Lft 

Xg&3 0 0 ici5^T#-tr^^© I c V^tlLT, K& 

CO 1 8 1] fcfc, §t^^TI CV*flHoT«a»Lfc 
t+iijf^v^ (Security Header) fcflg 
C©flfjsSictjnx«, H7©-fe+j.U 
^■yy^©i5eB^nf 3 (-^L^ e fc^(;, -fc*^ ij-^ 
" 7 ^ 0 'CV77^ (ICV Flag) zTuytpw 

st?*© icvtt • tmm&m-t. mx.no ■. i c 

VftU 1 : ICV*f), tLTSJg^n-£o 



42 
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CO 18 2) ^^©^-^ftjfflgpt^^^g 
3 1ICJ**-. H3 1 (a) V>£o\z. X=EV {y^ viy 

^n y **fttrac#fflUT»tt;**i*. (b) ( ,_ 

0J*J;f5 1 2 l 0 2 4/H hW^-^ifiJ.gSIS 
i. 77-f;^XrACJ:,THIt*l!i5ll!!i:HECC 
(Error Correction Code) ®e>mm&&MLfZ7Z&B 

CO 1 8 3] £©5Lfi«©S*tt«Atfl 6A*-f K * 
2 0AW hO^»ft*et l&flW T. J&0% 
7©77^A->7TA(i. -©/LSffi^^^-^^i 

T»a**«[6&n. -khz. Kmmz^m^mEcc 

0*«fxy?g(ICV) 
CO 1 8 4] 7l«SB!C I CVi^Lm©?/H7 
20 ^^r-fA^x^Afc^s^-^gp©^^^, B3 
1 (c) (-TrrTckinc. LTttflJf**, 

jo i s s] *fltdEt«fco, m$k<n±9?T~mti.znz> 

©**, jELH (efc*&L) fc*«S*ifcJELi».fc** 
^7x-^g|5(CTfT^n5©T-. M*P8<DJM&ftt*0iS 

CO 18 6] l*? : 4Tto<om&Miz&&n>7->y* 

40 -t + a.iJ-TV^^lCtt, ■fe^^MJSSOBt^tLT© 
aic©n>^>-j/^_ (Kc_Encryptedxx) . 
^>^>y^^-yym^m (K i c v_Encrypted) 

co is 7] cti^>©a©Bip^t© 1 ^©amifi, 

T/UXB«ij0^7i-7,«))(tijai3 2l (H 
4#H9) C#ttSnTl»*Ba(HKd i s t(C±^TB& 
%lT»«t5i«*«*S. ^JAtf, Kc_Encrypte 
d0=Enc (Kd 1st. Kc (0) ) T'&Z>. 

Enc (a, b) tt, b €: a TSf-^ft L fc^-^T 

so *i.:<!:$s-r„ r©j;5tc, m'noasfA-fx 




(23) 



(ommmKd i s t zm^xmmtisTiiirz.VT* s\ 

[0 18 8] ^f^f72, -T^^^ff&^-^SeP 

T\ 4 7 2 CDH^FSI, ::T1i/f< 7 2S$iK 

[0 18 9] 7 2«??i£K s tod 0 2 

tz^o\Z^'f^ 7 2 , 2 3 0O/f'{72a>hD-7 
2 3 1 (BWBM^rU 2 3 5 CftftSftT^S. tot, 
'/r^7 2fi#8Ks t oZfemisfz^ZsT-yy*-, 

7 2<£J>^>yWffll;:lRU n>^>^-, ICV 

tSBH&^TW:, Ctlb^CBC (Cipher Block Chain 
ing) t-KTfiltSutS^iEiLfc. 
[0 19 0] S3 2 CCBCt- KlCtSW-fcfcOflHWfc 

«aa«fiK*^"r. zotemt&miz* ^^72^ 

#13^2 3 6 (H2#fll) -JC45(r^T*ff*tl*. 
^U2 3-5JI»»Snfc»J«Jffl[I V_keys>, =i>^> 
7fx7^I«8K i c v_cont£OSMft*Sft*SI 
frU f / f >f 7 2 (^rtSS^^ U 2 3 5 fcftffl 

4tlfe«S*Ks t o£fifflLfcDESW^{t£fr& 30 

-tOlSSSK i c v_cont Encrypted^L-T^y ^ 
iZft^-T-So $?>^, Ki c v_cont Encrypted <h , -fc 
47* (0) tC*fir>"r^-t^^*t^=3>^>^^— Kc 

(0) <kO»«6»afn*&frU f^S^^f^72 

©wsm^u 235 tc»Jtt$nfc«#«K s t o&mm 

LfcDESW^tSrfr*^, tOtt**Kc (0) Encr 
yptediUT'sy^CttJtt-r-S 1 o<7DfJg-*f ftn >^>y 
SSKl, Kc (0) Encrypted^, ir** 

(1) iz»*Ta-t^^»«;3>7->y*-Kc (i) 

(1) Encrypted^-T^o CtT. en ^ (7)Saa^^ 0 il 

[0 19 1] $UZ. 0 3 3 CCBCt- HK:*W*«<7D 

^5QrSSR2 3 6 (B2#I) Kfc^T^ffSftS. S 
f, Kc (0) EncryptedJC^f LT, *7^7 2<£>rtgR 
/^U 2 3 5J3»ffl$nfcffiSF«K s t o£i8/BL*:D 

Esa*Maa*fT&^ -tojssftrtSR^^u 2 3 5 ic 
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0, 1r?* (o) KttJ£^****ttJ£n >^>y^- 
Kc (0) a*fcB^£n£o Kc (1) Encrypte 

dl:*tLT, ffi#8Ks t o^ig^UfcDE Sig^iaa 
£fr&^ ^a*S3>f>7*-Kc (0) Encryp 
ted£#teH3ftf J: -fci^ (1) 

t*a-tr^^*ti^3>5 i ->\y^-K c (i) *<m^sn 

^x*y57ffl^j3E« ( K i c v_Encrypted) KO^Tfc 

&g^:n*y *fil£j#^ (K i c v_Encrypted) 7^6=1 
>T>7*Sfx7^«t«« (Kiev) <B*fcriW*pI 

[0 1 9 2] ±&<Dt^#Jr>3>5 = ->^-K c (x 
x) ittt3>f>ySt?iy?ttfilB (K i c 
v) Offir-^fl:, tt^fflatt, *<<7)»^ ^f^72?: 

§ e C<7)ii£r, f/W^i:^?^ 7 2 TOTtelfflaiLfcffi 
aBE*«*frS*L ffiSBBEfiia^riESLLfcCi*:*^ 
tLT3>f>y»t, »tt#0«-«ra:iaa*^ff* 

n, ^co— a^=i>^>^iaaco 1 o£ it±s^j > 

M#$nfc« (ex. =J>-r>y*-Kc (x 
x) ) ^T/HXi^r^ 7 2|HIf-S3tiT<E3fe"f"**i^' 
tt, *aa«lEII»»r*J«Lfc-fey->3 Ks e s Ttt 

^{b$n^ 0 :©t7'>3/+-Kses(:J;55l^ 
ft, «^jaafcCBc^— H*iiffi-r*ct"c, .tot 

[0 19 3] EI 3 4 (C^t-V 7 2 fC&^T, ir^a-U^ 
^7 ^ICftlftSnfcB* D E S - C B C h'T'S^ 
it^Lfc»x-^^^«&tC-fe^^3 >*-K s e s 

&mm ltd e s-cBct- K'TW-^ffc-rsfflawdc 

>7+-6i*DE Sffi^B&KA^LT*^ 7 2 (O* 

[0194] oneom^snfcfisss 6fc tV-w 

XtOftIBB«H:i«l/fcty f>3 >*-K s e s £ 
igffiUfcD E S-CBC^E- KT^^^ftMS^^fT-r 
5. ^6ftft5nftSE0-SEM-l :Kc (0) 
Encrypted—K c (M-l) Encryp ted^^A-f X (CiMffl" 
fl)o 5*A-fX«"ett, §flLfcr-^JKc (0) En 
crypted — Kc (M-l) Encrypteddo v^T, ^"r^T 
2 tOWaBttWcflfejaELfc-ty ->a — K s e s £ 
ig^LT, B3 3tB«0)DES-CBC^-KToa 

mmwz^ft-f&^tiz^ o 3 >^>^— k (c) £ 
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Sf?X7^«4S* (K i c v_Encrypted) tCO^ 

s Q 

[0195] [mnitr-- *(DWt &mL®iw] S3 5^ 

mtmmiz, ±&isrz£oizii??mzmuz>mT~mn 
itisfzmuttf&o , :ne>it ^y^cotitsgtcs^ 

T«££;HS, B3 5©7n-i:t5^T£»4T/W7 
ST* So 

[0 19 6] SrMMStt. **fflL#ftift53>r 

>^o-\^y^T<;u^^/ii-r (s 7 o i) . ckbai 
wt, iftm<Dm2 5(Dyr^j\,wi^mLmmyu—izm. 

(S 7 0 2 ) f5o 
[0 19 7] ^'Jf>^7i-X^^t7h37 
>K£§f8 (S 7 0 3) f-Si, (fcf 
) fC-try h (S 7 0 4) L, ^N^ycOSca^x-y ^ 
fit ( I C V) ZtfimE (S 7 0 5) s\y?<D I C V 

HJC&UT, -fe + iU^-r-NyytjiEtt^ftK i c v 
_sh£, SJJfflffi I V s h $:i&Ril>T'\*yy<Dffii&T— 

ft^y ¥lZfem$tlfz I C V i ^ Sg -&"T -5 iBStC J: 

[0 19 8] UMElCiO'Sy^BkaaLtJRIfi (S 7 0 

A-y3>^0T4^WiyJ (S 7 0 7) Stl 

[0 19 9] Utf^r— -> 3 >IJX h • A-y 3 >#0CD 

T7s^^y-fS 7 1 0 IzmtSo A— v 3 0 <t 

'Sy^A-SJg ><t0S<&^fx^ (S7 0 
8) U m>i§£te, S7l3(Cii^, ^ySf-t-ybtit 
Pjy^^^O (NG) ^I£^LT*[UI£^7"f S, -fey 

>cfc0*<&ttntf, Xfy^S 7 0 9fcii3s 

TzmmtLT. Xf'y^S 7 1 3T"\y?-ty bf&&) 
yyf&O (NG) >LT#l3I£**7irs e 
[0 2 0 0] U*4r— > 3 >ij^hcK*tBL»*3> 
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x>ry i D^iESsnTt^cCttntf, xf7^s 7 1 0 

-Kci, 3>f>7fx7^iMSK i c v.__cont 

^^U<>^7x»XfC^^T^M^JfflpTfg < tLfc 
'J*^y 3 >iJX hTr&S e 

10 [0 2 0 1 ] jfei:, H7«&*ffl^TKWLfcct5^-fc* 

(M-i) mftsntttinanT^s. n> 

■r>u/<oaSr*^xy^« (ICV) Sttft*fca6©D 
>7 L >^xy^ffl£j5Jc«K i c v_contt)ffiP^t$n 

[0 2 0 2] 3>^>!yo«*fK$fcft-S, ^tlbO^> 
y^yy^ji y?m&f&1&K 1 c v_cont^|fi-^-LT=3 > 
^>^^^g^x-y^^||fTTS®S^^T : *D> £ 
20 fc, 3>f> w ;+-Kc (0) -Kc (M-l 

[0 2 0 3] M3 7tzi*mtZtiitzi>T>y*-K 
c * ^>r>7fx7^1MK i c v_cont<Dmn 

So B 3 7 (EiflJIte, f/HX^)/ : Eij i'>^7x-7 

[0 2 0 4] Sf, W#ft3>^>'>^xy^«*j«tt 
K i c v_cont££^*faR£:LTa5£ (S 8 0 1 ) U 

ORg*<0^S**«Jt (S 8 0 2) TSo ffir-^ft^^ 

^bt i l^^fff^ffc^ < hL^5 :: --^«^T^i9, PS 

M3i^El2 7ffiTltt0^LAcir^^j^&^ffir-^ft: 

7"S 8 0 3 Kit 3k ir^^S 
\zm.^ntzmmtzi>^yy^- (Kc_EncryptedO 

-3D zm^ttmizTz> 0 

40 [0 2 0 5] XTy7 p S 8 0 2THfft7t-77h^ 
OtftStfiJjISntS&U. Xf^ys 8 0 4T*££ 

k , v yoimmtTJi iuxi.7^-;i,K^i7^ 

LTl (hU^I/DES) #0 (y/WDES) T* 

7 p S 8 0 5Tl^OH6ffft3>r>7+- (KcJEncry 
pledO) <D&&m.ntt0itLTJ)B?L. h'J^DEST 
*S»^«,- Xf-y^S 8 0 6 7?«ft(7>W-^fl:i3>^r> 
y*- (KcJncryptedO. 1) ZmmtfMit LTWX 

So 

50 [0 2 0 6] ^ll, X^^y^S807 £*5HT, 'Sy^ 




•fttt, Xfy^S 8 0 8T. /tU»3 2 1 (i4# 
HB) K»»3ftfcEj£»Kd i s tTS^ftf-^, 
"rttto"6, Bf^ft^ >T>7f"X 7 ^fflMSK i c v 

[0 2 0 7] R«*«2*fctt3 (^r^72^)Ma> 
t->^) Xry^S 8 0 9Tttf»*? 

icv_cont<h, 1 Kl^>f>7+-S^r<7 2 
(DffiSSKs to (CBC^-H) T'S^f^c C<Dm 

[0 2 0 8] Xf7 :/S 8 0 9 izisft**?* T 2 <D$k 

wm\z&&mn<t^>T>y?*v?m£.f$.&K \ c v 

_cont£, l£t±(0=i>^>^*-KcOa[^«!ia{3^ 
l>T03 8(O7D-Sffl^T»Wt5. i38^)7D- 

7^72 > h □ — ^ (0 2#I) OffllSSLTI/i 

[0 2 0 9] £f, / : E'J</?7x-Xlt 

^-^k (o) -k (n-i) mmt^>^>y^^ 

7^iMiKi c v_contt, 1 R±(D=I >r>y* 
-) £l£5£ (S 1 0 0 1 ) U CBC«^«3T> 
H£/f^723> h n — ^{liMfl (S 1 0 0 3) L, 
^r>f 7 2 3 > ho-7« I VK-e y s 
7h (S1 0 0 5) -TSo ^'JO^x- 
Xte, S«^ai« (S 1 0 0 4) U /fV723 
>hP-7^#*f-^K ( i) £§m (S 1 0 0 
5) -?Z> 9 

[0 2 10] ^\Z^f^ 7 2 n> hP-7il §fl 
(g^*t^x-^K (i) IC»LT, ^7^7 2^8 
Ks t o*JBUfcCBC^— FfC«fc£«^^S£llfT 

(S 1 0 0 7) U ifi-^tlfc^-^ (e x. «#<0 

-fe***i«n>^>y*-) (S 1 0 0 8) t 

^ic, /f^723>hn-7H mnmT-?&\ 

J»1K' (i) ^SIT, tt**5VWXK2t« (SI 
0 0 9) "T£>. Xf77 p S 1 0 0 7-S 1 0 0 9 (DttiW 
5t(C8ftMLfcg|3 4<DDES-CBC*r- KJtckS 

[0211] f/HX^^H/^x-Xlt 
K ' (i) f^TOr-**S«Lt^tS 
S6B<Oft, CBC«f73-7>KS^r>f7 2a>hD- 
^{Citffi-T^o ^T^72D>hP-5BCBC»73 
T> Fa>S«K«k3 l/y7^^^U7 (S 1 0 1 4) *T 

So 

[0 2 1 2] f/H7^^ ; E l J<>?7x-XH 
UW3 2 1 (H4#S) C#|ftUfc*MB4tI VJteyst 
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4^— K s e s ^IffllTCBC ; t-FT^f^7 2^e > 
§{f LfcK* ( i ) (S1010-S1013, 
S 1 0 1 5) n e £G>tt*l«agtt. *!CKWUfcH3 

[0 2 13] ±IEffl:S{-^0, rAWXH "N-y^lCte 
ttSftfcuf^ftSnfcn >r>7*-K c , n>5r>y 
fx7^7i«8K i c v_cont£r«^L, *rtl^tl<D 

10 [0 2 14] 5 ff&^t^T-<;PC0^ 

tfe^f'^S 7 1 0 ^^T-TSch, Xry-fS 7 1 
1 tCittTo XT7^S7 1 1T11 T/H^O/tU^f 
>^7x-X^7^ rjt^Ub^y^j tLTrt» 
KKffiU sw&My hStS)77^ 1 (/£«)) (C-fe^y 
M, t'x-77^0 mm) (S7 14) Rjgt 

[0 2 15] MttfiMHtt. Xf7^S 7 1 5 T'T, 

20 ^-^XM^tHU=3"^> h^^ : EU<>^7x- XtCiH 
ftU b'v-7^^^0 (S7 16) "C*0, 

^7^7^8177^1 (/£») (S7 17) £fc 
ofc:iS*friLt*offll (03 6) fcittr. 

[02 16] |36C0Xf7^S721 lC*5^T, f&JP 

>7 : ->^y r r-r;UcDiz^^7HUX (S (1) ~S 
(k) ) ^U-f >^7x-Xl:S LTIB 

-fc?>S (i) ^^ttlb=i v> H^iHfi*rs. 
[0 2 17] ^^U-f >£^:7x — Xte, -fe^S ( i ) 
30 R*ttil37>HSSf (S 7 2 4) tSi:. T7 
^£1 (bfv-) fCS^ (S 7 2 5) L, s\>yjfti&h 
77^1 (fi£2>) "C^S-i:^^^ (S 7 2 6) <t L 

5b) Ttt^a^ti, Xt7"/S 7 3 8(:I^ t^tHl 
^Sj^^^^O (NG) <hLT4aS£*!7TSo 
[0 2 18] ^\!y^ricSb7 7i/*U (fifcSj) T 
tt, §«-fe**S (i) j^MM^U**, n^t'JT 
***>£*iJ5t (S 7 2 7 ) U ^W^tUTftSa^ 
tt, ^^7 14^T-f720t7h77^1 
40 ^ Ttf^%\Z-ty hSnt^utSSf ) T£>£fr£ 
WJt (S 7 2 8) U t7h77^1T'SI)i^: 
tt, ^i:yD7^/t-vr>3>'r-^ (BP 
T) fcMILT, BPT**K*WL#*-C*ftt*^S 
(i) SttfrWLtfpfJtfcyDy ^tLtaHLTO^ 
(S 7 2 9) tl), BPTKgt^ffiLfFpjT/D 

©x— ^*K*HiT (S 7 3 0) . 
[0 2 19] &*5, f^ttllMf-^^BPTlCj:^ 

50 tt, Xf77 P S 7 2 8. S 7 2 9 «X+7^T4. Xr 
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*7S 7 2 8. S 7 2 9 0^NoTJ&5«^. ffc 
fc^iry-^S (i) S-ISi^Lfc^^-f TOty 
* ! l^^io. $7cfi. BPTK-fe^S (i) 05^ 

#<0(C-fc-y h^tl-S,. 
[0 2 2 0] X-^-y^S 7 2 6~S 7 2 9 <75fiJ^yn- v 

^(c&ht, tt^iz^s (i) cDSE^t±iL^ilfi : Bj ( i; 
^J^^tl-Si, ^^U^^^Sir^^^^tti^tl. -tr 

S^X^OITlEiag^fT (S7 3 1) I^OITjE 
^fi)c2)Lfc (S 7 3 2) Ci*JSlig-r-5. ^-y^ 

**&&m^^-y?m (ICV) [Ct^«l)l^^T*5 

[0 2 2 1 ] ICVl:J;5Sgf I7 /, W | i ^5 i 
X5r- y ys 7 3 4fC*>t^T, Xf77'S 7 1 0 CD 

c v_cont<!;. SJggfli IVcont £jfffl L&St^x-y 
i^^f*-?-'-^ (-ti'^T-*-^) *A77LTli 1 4£/fH> 
TSf^Lfc I C V^BXMa^llfTL. ICV 

[0 2 2 2] I C V^x-y y-fiJ^&g&L chfiJ^tl 
Si. Xf7 7 , S 7 3 7l;j|*. ^7^'fli!:S•^'ut 

[0 2 2 3] jfefc, ®m$m, Xr 7 yS 7 4 0-S7 

*tiiLT. b'^-^^ocatt^ic&^-C, Steffi L 
7 7 if *i 1 Tag. -5 d i i L TSE^fcH L t^- * 

^A 7 77iii^l!0tHLTffi#L, TKUXej®*-r> 

[0 2 2 4] El 3 6©Xf77'S 7 3 6 (D^-^gftfg^ 

7*/1-f XO^^&U-I' >^7x-X©B£-Sf$RJIg|$3 2 0 

(H4#BS) {'^UT^ff ^tl-5,„ 

[0 2 2 5] $f, ^^M^cO-x-^^^-fe-y^^g^ 
s (0^s^3 1 (ir^& 3 2 0«^) ) £-3-5 (S 
110 1). ^(Cx-CD-fei7^^B&^ft:*t^T*-5A^^ 
xy? (S 1 1 0 2) -T-5. Cco^x-y^^, t + a'J 
7^-r^-y^ (H7#B3) 0 B&^ft7vi7* (Encryption F 

lag) icg^-c^^s. mmtM&T'te^ms 

^T-*S«^tt, Bf^-fty^-T-y h^7$ TX7 /; 
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<si io3) n. ctxts-fe^xUT-^^^^cr,^ 

mt?*— -?-y h^-i 7° (Encryption Format Type) <D 

s& sasrffl ^^Bt-^ft^a^fr^ o t ^ -5 ^ws-r 

[0 2 2 6] Bf-^ft^^-x'-y h^-f y (Encryption F 
ormat Type) COiS^it^ 0 co^te. 3>^>>.y£#;£ 
l^ronf^ft^iLT^S^^T-afeSo 
10 Xr 7 ysi 10 4IC*3^T, mmtTAzi U X*A (En 
cryption Algorithm) <D*iJ;££fi ; &'5, > mmtTJlzi*) 
X*A«. ->>^DES^huy)PDES (@28# 
») ^S-S^LTti^feCD-r^O, f>>^7*;UD E SX$> 

(0) ^jI^L-TBt^t3>5 i >U/<75tg-^i!aa$^fi : 
<S1106)T5. NUy;PDEST$.^i*iJ^$n 

2^®3>t>'7*-Kc (0) , Kc 

(1) £i!fflLTi^fbz]>^>U/W!£^g£^ff 
(SI 10 7) t5, 

20 [0 2 2 7] -S, Xf77-S1103T. Hf7t- 
Vyh^-ry (Encryption FormatType) CDaS^fitfri 1 

^Tt^ii^T&S,, dcDit^ti, xf 7 7S 1 l 0 
5fC*3(,>T. Bt^tz^rfUXA (Encryption Algorit 
hm) CD^Srfr/j:?, Sf^tT^zlU XAte. :>>^OU 
DESA4U^DES (0 2 8#BS) A^-^^L T H 

tt. #-fc** ( S) lzMfcLTm'$L2nfzzi>T>>y* 
-Kc (s) GGrbZ *\zmmVTVlrmtzi> 1 r>y<J> 
30 (SI 108) h'JT'il'DEST 

(s) . Kc (s + lmod32) L-Tg-fc ;7 ^ 

€OBf^t:zi>7 i >>y©^^B|^^ (S 1 1 0 9) 

[022 8; \ jtzfT-fcD&n&wvmte&t&wm® 

*H4 0 (C^-T. 04 0 (C*3tiT, -fS 12 0 1 

~S 1 2 0 8H, 113 9©SXt7 7'S 1 1 0 1 ~S 1 
1 0 8 tm&T*$>Z>. Xf77"S 1 2 0 9~S12ll 
^*il3 9 

40 [0 2 2 9] Xf77"S 1 2 0 5IC*3^T, mmt7 )l 
fy^Sl 2 0 9l:*5HTt^^No. (s) 

l, s ^^-e*-5.*i-&(i, s = s - i (DmzfT&n'tf 
(s i 2 i o) u &-t?*izmm-?2>m$:Kc 

(s) , Kc (s + 1) iLThUT'ADESiast 
•^ffiS (S 1 2 1 1) 

[0230] Bff^ftsnruMftsnfc^-^oai 
■^iaasrff ^s^fflgti, 03 5~H4 o zm^xwtBM 

50 [0231] [T-?ojmmtwg&*.mm] -a\z, 0 




at**. 

[0 2 3 2] *r»JW»tt. 
(S 1 3 0 1 ) o 

[0 2 3 3] ^ ; EH/?7x-X(^7yM3-7> 
K*S« (S 1 3 0 2) fSi:, ty-77^ 1 (t* 
v— ) iC-t^h (SI 3 0 3) L, S«A^^-^^WF 

'gmftX'&zfr&mjg. (si 304) t^v^o 

^a*KSWffil6B£«*T^*«^t4* X^yZfS 1 3 

i ofr^^T^^y^^a^^^^o (no 

m&&. ^\y^C!)*aSU#^r— ~>3 >'Ja FA-ys > 
*0lcK£ (S 1 3 0 5) L, U#^r-'>3 >'JXh© 

>«JX h A - y 3 > * 0 t L TSJgt S (Ott, Sf/H 
Xt^WI^fT^O^^ >^>iy(C^l>T*4lE^& 

[0 2 3 4] &*5, >5 = ">V^JA«ilft^ 

©■JsPir— va >UX ht<OfiB^^prflg-e*tltf, -LIE 

a^st*uuiaa^*^T^ff ^ns^T-y^s 707 

-S 7 0 9 iHfltOUdSir— v'S >ux ht^ii/tBiau 

[0 2 3 5] Ts^yZfS 1 3 0 6 K^T, ^y 

^x>yy*tf ( I CV) £.f$.mK i c v_cont££j£, iff 
*Ht"T<5. Xt7^S 1 3 0 603>f>7+-Kc, 
n>7->^5kS5 1 xy i7fit^»K i c v__cont££ 
J5fc, f«^{tMg<7)f¥*ffl£Ei4 3 tr^To S4 3CD$ag 
t4, r/H XO^'J'f >^7x — X<£B&#ffl3BS3 2 
0 (i4#S) K:*5^T*fT£n5. g]4 3c0^a-(C 

[0 2 3 6] $"3% BS^<tn>^>U/5 1 xu/^fii^« 

itKMtL (si 401) , <x\z, s\yy<Dm^<ty* 
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(s i 4 o 2) -r^o mmt?*--?? h^0T*§« 

"^-^h*(OR^lTfe5«^H Siia^EI 2 7teT s fft 

^*{£<0flP#{t«l€ffl^^»^J4* XT^y^S 14 0 3 
tcit^, -tr^^©tci5S^tifcn>^>^+- (Kc 
(0) -Kc (31) (1*9 2 ) **ritL 

[0 2 3 7] Xr7yS 1 4 0 4T'P|^l:7^-T7h 

7^1X1 (h'J^;i/DES> *>0 (-»^DES) 

f77"S 1 4 0 5T'10^)3>t>7^"- (Kc 
(0) ) ££j£LTff&^{L^£LTfin;t, h'J^D 
EStftSS^l Xfy^S 1 4 0 6-e«ft<E>r3>7 : - 
(Kc (0) , Kc (1) ) ^MlT^ft 
20 *t«l£LTft]X.<5o 

[0 2 3 8] ^IZ, Xf-^S 1 4 0 7 \Z#>^X. 
^3>f>7^<7'7^-A KCOS^^r^x^y^ L. 
f£^2 *fctt 3 Ur>f72WMJ>T>7) 
1>»&14, Xf7^S 1 4 0 8T\ *^USP3 2 1 (0 
4#BS) (cte^nfcKiH^Kd i s t Xf-9. 
t>*>. zi>^>y^jLy y*ffi£j5X3iK i c v_corit£, 

[0 2 3 9] fi£^2Sfctt3 (/r>f T 2 CD^&^n > 
^>^) T?**»*tt, Xr-y/S 1 4 0 9tf-^, 
30 TUt>t>. 3>r>7fx7^iMtK i c v_cont 
1 JL^_tcoz3 >^>^— Srj*^ 7 2 <7>«??$!K s 

to (cbc^-h) xmmt-tz* cov&mt&mv 

§¥<fflt4, 03 2, 03 3, 03 44ffl^TKSLfcIO 

[0 2 4 0] Xr77 P S 1 4 0 9l:fc^5^T^7 2C0 
«SF»tC<t-6n>>> % y^i!y^ffl^fiK«K i c v_co 
nt£, 1 EUi<D=i >f>7*-Kc <DPf ^ftJaiitZO^ 
T04 4©7O-Jffl^THWT5. I44(^)7D- 

&4, t«i:f/H^o^ , J^>?7x-x, *ffl'Jfc^ 
40 r^72 co n > hn-7 (B2#I) <Bffl.3£:SLT^ 

[0 2 4 1 ] St*. f/HXfl^/ : EU^>^7x-X 
14, mmtttM^-ZK (0) -K (n-1) (a>^ 
>7fx7^ItStK i c v_cont<h, lU±con> 
^>V^— ) £t£^ (SI 50 1) U /f^72(!:(?) 
ffiSBBEW^^jaJELfc-fe^ *>3 >*-£ig/BU /^U 
«3 2 1 ICttMLftitnJHtt I VJteystfflHTDE S - 
CBC^- Ki:t*Mft:»«r-^K (0) -K (n 
-1) (DVgmtZn'irL, "r— 9 K ' (0) -K' (n 
50 - 1 ) (S 1 5 0 2 ) t5. C<OBS^ft«[lSt4, 
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fc3^>F£*7^7 2ri>hn-7Ki£frfs. 

_k e y s £lszSX5>K-ty h (S 1 5 0 6) T-5. -t 
©», ^'J^>?7i-x«, 6tt£Nl&i£flr (si 
5 0 5) f-S. 

[0 2 4 2] ^r^723>hp-7ll t^-^K' 
( i ) Zgm (S 1 5 0 7) L. gfiLTc^-^K' 
(i) tc*fLT. Tmxt<0ffiIBlWl;4«ltt 

(S 1 5 0 8) L, 'Anzntzmr-? (ex. ffigcCD 
■fef *»*:i>7->y*-) (SI 5 0 9) t 

-a, ^r-r723>hp-7«, mnm^—fFi 

^TY72ffl§§iKs t oSfflWcCBCt-H 

LT. ^mSrxn-r^lcjt^ (S 1 5 1 0) "T*. Xr 
•y^S 1 5 0 7~S 1 5 1 OVMWlt. 5fe(cSS^bfcll 
3 4©DES-CBCt-FC«fc*fc3C£:?i,»TjgfT 

[0 2 4 3] f/HXO/tij^>^7x-X«. JH^ 
K" ( i ) £fiL, t^TOT-^SftLfc^tS 
*B©». CBC«?73?>H£/T^723>hn- 
5twil« (S1511-S1514) t5. 
3>hn-7BCBCH73-?> h'<75§«irj:0 U->*X 
'17 (S 1 5 1 5) T*. 

[0 2 4 4] ^A'f X©*^'^ >?7i-^l±, 
-f72^bffLftK" (0) ~K" (n-l)£/\.y 

-Kc, =l>7 L >U/^x5/^ffi^g|K i c v_cont£ 

[0 2 4 5] 04 1 7 r-f ;KOB»^{t»*ii* 

fflS©sSW£MM--5 0 X^-y^s 1 3 0 6 Kfint. ± 
&©^^&#rtt$©£/£. Wr^bMBfTf-Bi. 

x -yaffil CVStsf (S 1 3 0 7) f-5. ttaUf 
^^©^x-yiMfiT&.S I c v_s hit ^CnEUgR 
32 1 (H4#BB) C»#iSn*:»J«ittI Vs hi. ir 
*xUtM 'N-y^Sfxyi'ffl^ftK i c v_s h 
SrfflHT. ftCB 1 4«fflHTK«Lt I 
C*^»T^j«Sft«. friz. Xt'^S 1 3 0 8T, 

U Xrvys 1 3 0 9T"\y¥£.f$.f&lj]y5?$: 1 
(ricft) (^ft») i LTJ!!1§ 

[0 2 4 6] -75. SiJ»gR#M. Xf7 7S 1312T 
Xr-^Xt*tBL37> h'S/t l J'f>^7i- XfC 
SUsL, fv-77^0 (fttt) (S 1 3 1 3) T» 
0. ^7^«g,77Wl (SI 3 14) 50 



*fBii2 002-135243 



54 



10 



20 



30 



40 



WL. Hff077-f;PiLT/f^7l:«$ (S 1 3 i 
5) #©ias (04 2) icjttr. 

[0 2 4 7] I4 2 0XT7/S 13 2 1 K43(,>T, M 

#«■*-*. ^fu^nfcx-^^D (i) ~d (ft) t-r 

•So fWflfglHi, ifcfcS-r-^D (i) ©^jA^-fe^ 
S (i) SrS^LT. ^t'J'f>5'7i-Xl:t7i'S 
(i) «Bt^ftS€jA*nv> Hi. j* — *? D ( i ) $ 
KM&iitfa (S1321-S1324) *^'J -f > 

*7x-xte, -fed^s (i) «tf^fl:**ii*3v>K 
££l¥(S 1 3 2 5) 7 (t'v 

-) \ZW& (S 1 3 2 6) L. ^y?£.i£m>l7?{f1fi 

1 (fit?*) Tfc* (S 1 3 2 7) Ct^iLtfe 
^•y^Kxttr. 

[0 2 4 8] ^lc. ^t'J-f>5'7i-^H, S«-fci7 
*S (i) tfrtjMtUfl*. ^ffli^^E UT-*^*^ 
(SI 3 2 8) U fl-SM^E *tV7 
l^X7=V7 2©-fc-y h77Wl (^f-f7Wai: 
-fe-y h^tlTOi-SCiS-^-T) Tr&-5fr ( s 1 3 

2 9) L. -ir-y h v^ififil -CftSW^Ctt. S&K:/ 

07?/'!-S7>'3>-T-7A (BPT) S-#BHL 

t. b PT^^jA^^-e^^-b^^s Ci) 

MM*ft7a 7 7i:LTISSLT^,/i^|ijt (s 

1 3 3 0)^-5. B PT^^^iA^gfpJ-yD-y i7COggS 
3 s * * « £ (C « . -fc * * ^ £ , ■ TK jg-j- s g rj ij-je ^ 

^s-^ (s 1 3 3 1 ) n. 

[0 2 4 9] >AIZ. t<om I CVl£t 
f^'TSS^S'N^yfg (ICV7 7 y) fcSt? 
^T*j£ (S 1 3 3 2) U I CV*f*T»***tt. 
3 >y~>y i CVtStK i c v_cont{^^iT-tr^ 

^^-^ir^f-rs i cvstjt (s i 3 3 3) -r-s. 

[0 2 5 0] AC. ^tU<>^7x-Xlt ^-y^m 

mizm?<T-*<Dmmt&mff (s 1 3 3 4> -r-s. 

X7--y7°Sl 3 3 4<D^-*gTO^t&gcDf¥*ffl£El4 
U-f >^7x-X©»ff^3aa53 2 0 (Bl4#fig) 

[0 2 5 1] S-T. Bt^t^co^-^t&ifrt-fe^^fiB 
*s (0^s^3l (t^^&3 2©i&) ) if* 

(S 1 6 0 1) . ^t-tO-fe^^dtBf^t^ft-c**^ 
*^x-y7 (S 1 6 0 2) f-5. dCD^x-y -fc* 
a-'J^^-^-y^ (07#BS) o^j|; 77 }r (Encrypli 
on Flag) C»^l>T*iJ«$n*. «f^ft»*7?^:V»« 

(S 1 6 0 3) t5, CtHi-tr^x U 5V ^-y^ 
<nmmty# — Y?^-? (Encryption Format Typ 
e) ©S^^^x-y^T SfccDTJ&fO. U8TS5e^U/c 




(29) 



[0 2 5 2] V6mty* — "?y V?^-? (Encryption F 
or mat -Type) <0»5£ffi#O n>^>\y±te£ 

7?yysi 6 0 4H^T. Pt§(t7J^UXA (En 
cryptlon Algorithm) <E#iJ£€:fT& ?o {L7;i/=f U 
XAtt, y/^DES^h'J^DES (02 8# 

(0) ^mmLx^it^y^yy^^itmm^nn 

(S 1 6 0 6)n, hUy;UDES"C**<k«3t*n 
200D>f>7+-Kc (0) , Kc 

(1) ^jgffiLT^^it3>^>^^^^tJaJl^^fi : 
(S 1 6 0 7) "T^o 

[0 2 5 3] — *, Xf7^S 1 6 0 3T, W^f:?*- — 
7yhj^f^ (Encryption FormatType) <OR5£tea* 1 

tt5*ftTftS. Xf7^S 1 6 0 5\Z& 

t^T, V&mtT)]s3VX2x (Encryption Algorithm) CO 20 

frh'J^DES (H2 8 0I) d»*»3eLTlfi*feO 

-fe** (s) (l^LTI^^$ri/c=i >t">^^~K c 
(s) e«--fed7^»ciBfflLTW#ft3>T->V/<OBff#{t 
^S^rUfT (S 1 6 0 8) "T*. h'J^DEST** 

(s) , Kc (s + lmod32) LT€-ir ^ 

scoBt^-ftjaa^utT (s i 6 o 9) t^>o 

[0 2 5 4] t^^r-^^ifiloaft^aillHI 30 
£12 4 6 KsRT. 04 6 C45l»T, Xfy^S1701 
~S 1 7 0 8 «. 0 4 5^X7-7^5 1 6 0 1 - S 1 

6 0 8 <h[f3*ST£>£o Xf7^S 1 7 0 9-S1711 
#0 4 5 &ttfttt£. 

[0 2 5 5] 7f7^S 1 7 0 5K:fe^T, iJ&-^Ht7;U 
z*UXi»*<h U:/;UDEST&£<h«££nfc«<&, X 
tv^S 1 7 0 9 (CfcUTir^No. (s) £*J£ 

U s s = s - 1 (D^^mn 

(s 1 7 1 o) u ^-fe^^tciSffl-r^ii^K c 

(s) , Kc (s + 1) tLTMJ^MUDESlCck** 40 

(s 1 7 1 i ) £Hfrr*. 

[02 56] 042 (CM 0, 7 r -f JK&W#fl:»Si&* 

aSflDtf-^ftffla^^y^ (S 1 3 3 4) Ti^T-T^i:, 
^-^ffJCWrSKOinEWF^Sitric (S 1 3 3 5) 
L, ffg-^ft^nfc^-^D (i) £^9 97— 9\Ztt& 

SRSr^x-f 7tC«£i£* (S 1 3 3 6) , g£&^/&#J 

7 5^* 1 (deft) l:t7h (S 1 3 3 7 ) u t;y- 
77^*0 <**«) JwRS (S 1 3 3 9 ) T£o 50 
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[0 2 5 7 ] **j&**mx-*#BPTK:<k* 

Xf7^S 1 3 2 9, S 1 3 3 0 teX^-y 
yt5, Xfy^S 1 3 2 9. S 1 3 3 0 0>*iJj£*«N o 

BPTfZ-fe^S (i) <Z>#^&^if 
lWRSSnT^tt^»ftK:tt. Xf7^Sl 3 3 8tC 
it*, i#MX7*-iLTS^M^77 ^£ 0 \Z 

[0 2 5 8] Mfffft*. Xf7^S 1341-S 

1 3 4 5fci5HT. ^t'J<>^7i-XWf- 

ii*J53t!&7 9y*<l T»*Ci6ftfrtLT7-H 1/7^: 

<fc, 7r<;b#J0 ^T^-^U^MffJail^JIfi 1 (SI 
3 4 6) U 3E«rLfc7T^;U«0^T^— ^;U*3E«r 
3T> Kitt)H^^eu<>^7x— (s i 3 

47) L, ^ ; EU<>^7x-X«37>Fi:fcT7 

r^juwoar^— y^<o»#ii*Jtta**fT (s 1 3 
4 o) -r^o 

[0 2 5 9] £t±<0, 04 1 ~0 4 6 iCiotSWLfc 
[0 2 6 0] ['J#^—>3>UXb^)Ilr] ^ 

(e x. ^r^7, =3 >?->y) (Dm.m^ ( i d> 

-5U^—>3>UXh (Revocation List) JC^g^ccD 
«S<£> I D£Rtf\ ^n^tl^ss^^^^^Stjf^^: bT 

^EU • -f >?-7i- /sg|UC*3l>T, *t)/fl*^7*fc 
^lffln>7='>^C0M!?iJ : ? (ID) «J#^-'>3> 
iJXhOUXf^>^I D > c^BS^^H^-r ^> Z. L\ZJz 

[0 2 6 l] jfe^RWLfc-k^JZ, U^->3>UX 
Mete, U^-ya/'JXhA'-ya/ (Revocation 
List Version) #R5g£fU WititttiEfc * * 4 7 + 

zi>T>y<D^m^&m}Mi>rzm&m\z u #sr-->3 
>'jxh«issn5o 

[0 2 6 2] ij*ir— >3>'J7hOl«jBl7a-S 
i4 7i:^t. 04 7 tZ&t^T, £ffltt"5*'WX<EfWffl] 
8R, *Wttr/HX0/ : E l J'f>^7z-Xt*S, 

[0 2 6 3] Sf, HPJW»tt3E»ffl<OU*ir — ~> 3 >U 
Xh^ilfiSP2 0l (B2#9B) *^5flTT* (S l 8 
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0 1) i, MfrfflUtf^r— 5> 3 >U x h^xy^ziv> 

^x-X^iifi (S 1 8 0 2) T^o 
[0 2 6 4] «ij<>j7i-7lt MWH'J**- 

>U7h6«»|j|i*5Sft (S 1 8 0 3) t5i» fcfv 
-7 ^£ 1 (fcf'>*-) Icfijg (S 1 8 0 4) L, u# 

y-s/a >ux hcoefcfi^x^ffi (icv) ^/suk 

1 c v_r 1 S^JBS (S 1 8 0 5) fs, 
[0 2 6 5] U#^r— -> 3 >'JX bO&g^x y^/B<£> 

(ICV) £dt«K icv.rllt ^ 
A^/WxrtfCftlftSnfciJ^ir— > 3 >U* h (Revo 
cation List) <D I : MKi 

cv_rl(h, W^r-y 3 >ijxh (Revocation List) CO 
ICVS^tS^SlItt: IVicv_r]£, U#^r 
- i> 3 > 'J X hOStt«^^{ 3 ^^ n ^ ) ,j # / r _, >3 > 

UXh-/\*->?3> (Version) Ka^HT^JEdt?"*. 
AftWJCtt, BttK^xy *ffi (ICV) i c v 

_rl=DES (E, MKicv_rl, Version' I Vicv_r 

0 i:l^tagfx7^t (icv) 

BfjfEitC0S*^> /t— >?3> (Version) 

mm (ivicv_rn comi&mmmz^^^-m : mk\c 

[0 2 6 6] *f:^^iJ<>^7x-7(iMlfcSS 
^^fl (ICV) £/£«K i c v_r 1 Sffl^T'J 
*^-^3 >UX hCO I CV (S 1 8 0 6) 

CVI«&I CV = I CV?^Hff (S 1 8 0 7) 

-r^o icv o*j««iaJ4, stjia!cDii i 4Titt 

WLftDESt-Kt^T, flMII Vrl*Jfll», 
£dcLfcefcB^xy (ICV) £/$^K i c v_r 

[0 2 6 7] ICV =ICVT»5«§ (S180 7 
TYes) HrfflU#^-y 3 >U7h«t^ 
^jESftfe©T*«t2ftlft*ft, Xr-y/S 1 8 0 8l; 
at^, iffit 7 h S flT I i 5 U # ^r— > 3 > ij X N O A 
->'3> (i) tISrlU^-> 3 >iJxhon-y' 
3 > ( j ) £Jt« (S 1 8 0 9) L, HfrJBUtfir-v 
3 >'JX K0/t-y 3 >**«fLU«^Jctt, Kfr«U# 
y-v3 >>JX h<7>#3&;7 7^£ 1 (S 1 8 1 

0) U ei?-7 5^t0Jc-fcy h (S 1 8 1 1) It 

[0 2 6 8] SiJ»SBffl«, X^-*XBfc*tHL:3 

V>K^^^'J<>^^jz-XfCSim (S 1 8 1 2) 
^> £&oJfc (S 1 8 1 3) 

BU KWJBUtfir— > 3 >UX h#»77M«l (S 
18 14) 3E«fffl'J#4r— >a>UXh 
*a#^7T<;i/ci:LTrt*^tiJ{cRSF (S 1 8 1 
5) T5. 3>^>U/<Z>4SSg, *? : <<7<D&#m<D^=. 
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[0 2 6 9] ttS®ISffiff£#Hltt«f& t $fg 

ie ft l tz m i f w * o a <d m & # k -r ^ # t * & . 

10 [0 2 7 0] 

lT^'J*^y 3 >'j7 HOA-J?g>i3>7> 

u/ <o 's v y ft { c $> & m sa & 1 j * y - > 3 > « j x > go / \* - 

S?3 >££Jt*SU «aE«»LT^i*U#ir— ->3 >U 
*^r— 5^3 >U x h^Hfr^fT^b&ttntf, ^-On>5F 

So 

[0 2 7 1 ] £ b (3, ^B^gg, ^— ^ 

30 s^3 >««t*jt«ur, jLmmvxhffii.omi'W) 

->3 >UX ME«f*W=Rr-r**riEiL«:fl!)T, S^UX 

h ie f c g ^ a 6 n z> u a co £ ffi jh -r ^ c <t ^ 

[0 2] *«W05 ? -^«asiEll07 f /WX45J:ac^5 i 

40 [0 3] *^WCO^-^ffla^ilC0>^g«jW^-^« 

[04] *«*05 ar ---*aa*Bk:5rA-f^©>C^iJ-f 

CH5] *«*^T r -^ffla*«fC*3tt-5>C^ ij^f>^ 

[H6] *«W©7 f -^jBa«g|tJ3*Jt*/7 f -f 7C* 

[07] *««<Or r -^»aSEB^*^r^7 f Y 7JC» 
50 ffl$n^2>f>7f:^LTKSSn5t^a Uf^/ 
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[0 8] *»Wof-^jB181l:*»*r-**^t 

>ux hcDffif&zttm-e&Zo 

/^J7/3>'f-^ (BPT) KtnvrBWJTr* 

i^ig^p^B PT*&^fiaa^a— sstat*5, io 

CHl 2] *^©r-^MI81l:i5WS^Tf 7 2 

[Hi 3] *8W©f-^fil81l:*tf*^ci'y? • 
;^^7y3>'f-^ (BPT) oftteWco^T 

[hi 4] ^B^co^-^ias^a^^tt^Scft^x^ 

[Hi 6] ^^CD^-^fflSSSfC^^'S^AWX® 20 
fjfjB# 7 n - H"C^> £ o 

[01 8J *-»f-^ffiISlCi5in/f>{7 1 
[HI 9] *^^T-^®iili:^t^^r^ 7 1 

Bi&B^b- (-eo2) 4star**, 

[120] *KW05 :r -^ffla««^fett«^5 s -<T2 
[02 1] *5£W<Dy : --?mmi&W\Z&WZ>*7 : >( 7 2 30 

[B2 2] ^^^co^-^jasgfiic^^Tx/WX ■ 

[123] ^SSWOx-^fflattBlc^tt^fflSBiE ■ 
S^W^S^n- (-5-0)1) ^^tit'$»§o 
[024] ^^©^--^JJlSSa^^WSfflSBBE • 

«*tjai7D-"(*(0 2) «:stat»5 B 
[02 5] *§£W<nT-?mwmm\z&rtz>y7'()i<D 

a^ttsbsaa^n— *stiT*i) 8 40 
[02 6] ^ss^co^— ^jaa^Htc^w^^T-f 

[02 7] ^K^^-^ffig^SJC^tt^^^U fCt& 

[028] ♦Rwo^-^fflasiBicftits^^uicft 

[02 9] #«wa>5 ff -*ffla««»r*»4/ ; E , J«c* 
[030] ^Kco^-^jaasB^^tt^^^ujus so 
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[03 1] *«^<^"r— ^ffl.aS«JC*5frt*-trd7^*fjj; 

[03 2] *§&m<DT—*iBM&mizi5»Z>1zi?**tfc 
3>5 L >y*-te<ottoW^fl:ffla«*KM-r*BIT* 

[03 3] *HW<7)x— ^ffla»«^*W*-tr^^*flE 
3>^>^*-teO«0«^«ia«S:BlW-r»HT* 

[H3 4] ^a^o^-^ffiassit^ws-t^^^je 
[H3 5] *%0^cDx-^^aagg^^^^>^T<;i/^ 

[03 6] ^ZSWCD't— 5r$BMmmz&tfZ>7T'i)\'<D 
S^ttlLii!il7D- (^C02) ^Stit^^ 0 
[03 7] *^0f-^iaigIi:i5WS^>T>7 

[03 8] *f£^o^~*^aSBfc43tl£=i >T>y 

0T*$>£o 

[03 9] ^^ox-^aLaSSt-^tt^'tr^^^- 
[04 0] *%0^^f-^I181i:^^^t^^r- 

[04 1] ^fsw©- 1 ?— ^jaa«M«c*»*7r-f 

[04 2] 2%lW&miZ&tf2>?T'()l'<D 

[04 3] *%^(^r- ^fflaigglz&tt^ri >7->y 

[04 4] *%B^T'^ffilgIt:^^^^>f>7 
*-te<0*7^ T(7)«fiF«^«fc*BS^tiffla7n — 

[04 5] *^W<D?-$®MmW\Z&WZ't?Z7 z -- 

[04 6] *%H^(7)^--^«aaSBfC43^^>-fe^^T r -- 

^(D^-SHL^aaxn- (-t(7)2) ^tBt'J)^o 
[04 7] alca^O^— ^«ia*«^*3ttSU3S^-'> 
3 >UX M^)ISiffll7D-S:Sri"e$iSc 

[}?^(o^] 

1 0 1 yXfAltf 

1 0 2 x/W X 
10 3 7 

2 0 0 ^A-f X 
2 0 1 ii«8R 

2 0 2 A^Sfl 

2 0 3 

2 0 4 

2 0 5 MW8R 
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Q 1 
01 




2 0 7 






3 0 0 




( I / F) 


2 10 


7* J A J 1 




2 11 


'P'J IUt PI* 




2 12 






2 3 0 


J A J & 




2 3 1 






9 3 9 

o O 6 






2 3 3 






2 3 4 




(I/F) 


2 3 5 






2 3 6 






3 0 1 






3 0 2 
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10 



* 3 0 3 7 Hl/Xl^yX^ 

3 0 4 *«?>hl/yX^ 

3 0 5 n>hD-JH/yX^ 

3 0 6 &3fifN&ffi 

3 0 7 m.mrty7T*=EV 

3 0 8 SfS/^v/ 77^ ; £U 

3 0 9 Ml/yX^ 

3 1 0 Sil/y*X^ 

3 2 0 ff&^MSgR 

3 2 1 * qe » j 

3 2 3 ECCffl 

3 2 4 ^t'JAHi*>f>^7i-X 
3 2 5 iJAffl*-f >^7x-^ 
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